Title 10

MARYLAND DEPARTMENT OF HEALTH 

Subtitle 10 LABORATORIES

10.10.11 Biological Agents Registry Program

Authority: Health-General Article, §§17-601—17-605, Annotated Code of Maryland

.03 Definitions. 

A. (text unchanged) 

B. Terms Defined. 

(1)—(5) (text unchanged) 

(6) BAR Information Custodian. 
(a) (text unchanged)  
(b) "BAR information custodian" may include: 

(i)  A [health officer] Health Officer or designee; 

(ii) An Emergency Management Director or [equivalent] designee; and 

(iii) (text unchanged) 

(7)—(23) (text unchanged) 

(24) “Exposure” means the condition of being subjected to a biological agent which may have a harmful effect.

[(24)] (25)—[(30)] (31) (text unchanged) 

[(31)] (32) Nature of a Biological Agent. 

(a) (text unchanged) 

(b) "Nature of a biological agent" includes: 

(i)—(vii) (text unchanged) 

(viii) Any combination of [§B(30)(b)(i)] §B(32)(b)(i)—(vii) of this regulation. 

(c) (text unchanged) 

[(32)] (33)—[(33)] (34) (text unchanged)
[(34)] (35) Personal Protective Equipment (PPE). 
(a) (text unchanged)  

[(b) "Personal protective equipment (PPE)" includes, but is not limited to: 

(i) Face protection, such as a face shield or goggles; 

(ii) Protective clothing, such as a laboratory coat or gloves; and 

(iii) Respiratory protection, such as a surgical mask, respirator, or self-contained breathing apparatus. 

(c) "Personal protective equipment (PPE)" includes: 

(i) For BSL-2, laboratory coat, gloves, and face protection as needed; 

(ii) For BSL-3, protective laboratory clothing, gloves, booties, hair covering, face protection, and respiratory protection as needed; and 

(iii) For BSL-4, full body, air-supplied, positive pressure personnel suit.] 
[(35)] (36)—[(37)] (38) (text unchanged)
(39) “Secretary” means the Secretary of the Maryland Department of Health.

[(38)] (40)—[(46)] (48) (text unchanged)
.04 Incorporation by Reference.
A. (text unchanged)

B. Documents Incorporated.

(1)—(4) (text unchanged)

(5) CDC/NIH publication, “Biosafety in Microbiological and Biomedical Laboratories”, 5th Edition, December 2009, as amended.

.07 Responsibilities of the Department.

The Department shall:

A.—E. (text unchanged)

F. Release BAR information, as provided in this chapter, to:

(1) (text unchanged)

(2) CDC; [and]

(3) Trusted partners[.]; and

(4) The Secretary or designee.

.09 Reporting Requirements.

A. (text unchanged)

B. When to Report. A person shall: 

(1) Complete and submit a report within 30 days of receiving[:] a request to report from the Department; 

[(a) An initial request to report from the Department; and 

(b) A periodic request to report from the Department;] 
(2)—(4) (text unchanged) 

C.—D. (text unchanged)

.10 Additional Requirements Covering Possession, Maintenance, Transfer, or Receipt of a Biological Agent. 

A person possessing, maintaining, transferring, or receiving a biological agent at a facility located in the State shall: 

A.—D. (text unchanged) 

E. Inform the Emergency Management Director or designee and Health Officer or designee in the local jurisdiction where the biological agent is located of the nature and facility location of each reported biological agent that is located in that jurisdiction. 

.11 Reporting of Unauthorized Activities. 

On learning that there is an unauthorized activity involving a biological agent, including the unauthorized possession, unauthorized attempted possession, unauthorized maintenance, unauthorized transfer, or unauthorized receipt of a biological agent, a person shall immediately alert the Department by: 

A. Telephoning the: 

(1) Laboratories Administration at [410-767-6100] (443) 681-3787 or (410) 925-3121 between 8 a.m. and 4:30 p.m. weekdays; or 

(2) Department's emergency after-hours and weekend telephone line [at MIEMSS] at 410-795-7365 at other times; 

B.—C. (text unchanged) 

.12 Biological Agent Incident Response Plan. 

A. (text unchanged) 

B. A person required to submit a biological agent incident response plan shall: 

(1)—(8) (text unchanged) 

(9) Notify the [emergency management director] Emergency Management Director in the local jurisdiction where the biological agent is located and the BAR Program[:] before a drill or exercise is conducted;-
[(a) Before a drill or exercise is conducted; and 

(b) When a biological agent incident has occurred;] 
(10) Notify the Emergency Management Director and the Health Officer in the local jurisdiction where the biological agent is located and the BAR Program immediately following a biological agent incident involving exposure or potential exposure as set forth in COMAR 10.06.01.03 §A.

[(10)] (11)—[(12)] (13) (text unchanged) 

C. Monitoring Compliance. When a person submits a biological agent incident response plan to the BAR Program, the BAR Program shall[:] verify that the person submitting the plan has provided the information for planning and coordinating with local emergency responders to the Emergency Management Director in the local jurisdiction where the biological agent is located. 

[(1) Review the plan for compliance with this chapter; and 

(2) Verify that the person submitting the plan has provided the information for planning and coordinating with local emergency responders to the emergency management director in the local jurisdiction where the biological agent is located.] 
.13 BAR Information Confidentiality and Release of BAR Information. 

A.—D. (text unchanged) 

E. The BAR Program may release BAR information only to: 

(1) (text unchanged) 

(2) CDC; [and] 

(3) BAR information custodians of trusted partners[.];  

(4) The Secretary or designee; and

(5) Health Officer of any affected jurisdiction.

F. Before the BAR Program releases BAR information to a person, except State and federal law enforcement agencies, [and] the CDC, and the Department, the person shall: 

(1)—(3) (text unchanged)

G. Mutual Aid Response. When multiple local jurisdictions respond to an emergency or biological agent incident, the [emergency management director] Emergency Management Director of one responding jurisdiction may share BAR information with an [emergency management director] Emergency Management Director from another local jurisdiction, and the Health Officer of one jurisdiction may share BAR information with the Health Officer of another jurisdiction that is providing mutual aid by assisting with the emergency response. 

H. (text unchanged)

I. 24/7 Access to BAR Information. 

(1) MDE, MEMA[,] and MIEMSS may act as a back-up to the BAR Program by maintaining: 

(a) (text unchanged) 

(b) Access to BAR information when a trusted partner[:] does not have access to BAR information. 

[(i) Experiences a BAR information computer information system malfunction; or 

(ii) Otherwise does not have access to BAR information.] 

(2) MDE, MEMA[,] or MIEMSS may release BAR information regarding the nature and location of a biological agent to each other or another BAR Program trusted partner if the trusted partner[:] is unable to obtain access to BAR information.

[(a) Has a computer information system failure or other incident that prevents access to BAR information; or 

(b) Is unable to obtain access to BAR information.] 

J. Emergency Release of Name or Identity of a Biological Agent. MDE, MEMA[,] or MIEMSS may release by any necessary means of communication the name or identity of the specific biological agent located at the site of an emergency response to protect the health and safety of the public and emergency response personnel if: 

(1) There is:

(a) [a] A breach in containment of a biological agent; [or there is an] 
(b) An imminent threat of a breach of containment; or 
(c) An exposure or potential exposure; 

(2) The breach or imminent threat of a breach, exposure or potential exposure is confirmed by the: 

(a) (text unchanged)

(b) Emergency public safety personnel at the scene of the emergency response; [and]

(c) Occupational Health; and 

(3) (text unchanged) 

K. (text unchanged) 

L. Notification Protocol. 

(1) When there is a breach or imminent threat of a breach in containment of a biological agent, exposure or potential exposure as described in §J of this regulation, the: 

(a) Responsible Official or other designated person shall immediately notify the Emergency Management Director and Health Officer of any affected jurisdiction;

[(a)] (b) (text unchanged)

[(b)] (c) 9-1-1 center personnel shall notify MIEMSS and each of the following individuals in the jurisdiction where the breach, exposure, or potential exposure occurred: 

(i) The [emergency management director] Emergency Management Director; and 

(ii) The [health officer] Health Officer. 

(2) When MIEMSS receives notice of a breach or an imminent threat of a breach of containment of a biological agent, or an exposure or potential exposure, MIEMSS shall notify: 

(a) (text unchanged) 

(b) MDE; [and] 

(c) MEMA[.];and

(d) Health Officer of any affected jurisdiction. 

(3) Immediately after the Health Officer is notified by 9-1-1 center personnel, the [health officer] Health Officer shall contact the Department’s physician on-call to: 

(a)—(b) (text unchanged)

M. (text unchanged) 

.14 Method of Non-Emergency Release of BAR Information. 

A. A person shall release and transfer BAR information to a trusted partner and a BAR information custodian in a secure manner, which includes the use of: 

(1) (text unchanged) 

(2) Encryption [and], decryption, passwords, and firewalls; [and] 

(3) (text unchanged) 

[B. Unless authorized or required by federal regulation as set forth in Regulation .04B(2)—(4) of this chapter and except as provided in Regulation .13G, H, J, and K of this chapter, a person other than the BAR Program may not release, transfer, or share BAR information using:] 

[(1)] (4)—[(2)] (5) (text unchanged)
[(3)] (6) An electronic or mechanical recording device; and
[(4)] (7) (text unchanged)

[C. Release of BAR Information to a Local Jurisdiction, MDE, MEMA, and MIEMSS.] B. The BAR Program shall release BAR information to a BAR information custodian of a local jurisdiction, MDE, MEMA, and MIEMSS:
[(1) The BAR Program shall release BAR information to a BAR information custodian of a local jurisdiction, MDE, MEMA, and MIEMSS:] 

[(a)] (1) When notified by the BAR Program that the BAR information is available for release; and 

[(b) In person; 

(c) At the BAR Program office; and] 

[(d)] (2) On weekdays between the hours of 8:30 a.m. and 3:30 p.m. 

[(2) A designated representative of the BAR Program shall provide a CD-R containing BAR information to a BAR information custodian of a local jurisdiction, MDE, MEMA, and MIEMSS after the BAR information custodian presents: 

(a) A government issued photo identification, such as: 

(i) A valid Maryland driver's license; or 

(ii) An employee identification badge; and 

(b) A prior CD-R containing BAR information, if the BAR Program’s BAR information release log indicates a CD-R was provided at an earlier time.] 

[D.] C. BAR Program staff shall document the release of all BAR information to trusted partners in a permanent record that contains the: 

(1)—(2) (text unchanged) 

(3) [Coded identity of the CD-R containing BAR information] Means of release of BAR information, including but not limited to:

(a) Encrypted e-mail; and

(b) CD-R; and 

(4) Date and time of the release or delivery of the [CD-R] BAR information. 

.17 Release of BAR Information to MDE, MEMA[,] and MIEMSS. 

The Department shall:

A. Release separately to the BAR information custodians of MDE, MEMA[,] and MIEMSS the BAR information listed in §C of this regulation for each biological agent located within the State, if MDE, MEMA[,] and MIEMSS each separately becomes a trusted partner by: 

(1)—(2) (text unchanged) 

B. Make BAR information available to MDE, MEMA[,] and MIEMSS for the purpose of planning for the protection of the public related to the: 

(1)—(3) (text unchanged) 

C. Provide the following BAR information of each biological agent in the State that is registered under this chapter to the BAR information custodian of MDE, MEMA[,] and MIEMSS, including for the entity that possesses, maintains, transfers, or receives a biological agent: 

(1)—(6) (text unchanged) 
.21 BAR Information Security — Physical Safeguards. 

A trusted partner shall establish physical safeguards to guard BAR information integrity, confidentiality, and availability, which include: 

A. (text unchanged) 

B. A secure work station location with physical safeguards to eliminate or minimize the possibility of unauthorized access to BAR information, including: 

(1)—(2) (text unchanged) 

(3) Placing the computer monitor in a way that screen contents are not viewable by an unauthorized person [from within or outside the room]; 

(4)—(5) (text unchanged) 

C. BAR information media control procedures that govern the receipt, removal, and disposal of BAR information CD-R discs or thumb drives into or out of the facility, which include: 

(1)—(4) (text unchanged)

[D. Physical access controls that limit access of unauthorized personnel while ensuring that properly authorized access is allowed;] 

[E.] D.—[I] H. (text unchanged)
.22 BAR Information Security — Technical Security Measures. 

A trusted partner shall establish a system of technical security measures to protect BAR information integrity, confidentiality, and availability, which include: 

A.—B. (text unchanged) 

[C. Making access to BAR information available only with a freestanding PC (personal computer) that has no: 

(1) Connection to: 

(a) The Internet; 

(b) An intranet; or 

(c) A network; and 

(2) External devices connected such as a: 

(a) Portable hard drive; 

(b) Removable memory card; or 

(c) Flash memory device;] 

[D.] C. (text unchanged)
[E.] D. Establishing procedures and processes for computer system authorization control for an individual to obtain access for the use and disclosure of BAR information, which include: 

(1)—(4) (text unchanged) 

(5) A logon mechanism using a: 

(a)—(c) (text unchanged) 

(d) Any combination of [§E(5)(a)] §D(5)(a)—(c) of this regulation; 

[F.] E.—[H.] G. (text unchanged)
ROBERT R. NEALL

Secretary of Health 
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