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Department of Budget & Management

Dear Colleague:

You have downloaded one of four templates used to procure services.  These templates, the Request for Proposals (RFP), the Invitation for Bids (IFB), the Multi-Step Invitation for Bids (MS-IFB), and the Sole Source/Emergency Contract (SS/EM) template have been developed by the Department of Budget and Management (DBM) in conjunction with the Department of Health (MDH) Office of Procurement and Support Services (OPASS) and are based on a DBM procurement model.  They are formatted in Microsoft Word using Office Professional 2003.  Some things you should know:
First, this is just a template, and not all possible procurement circumstances may be covered by this template.  However, this template is designed to include language for the majority of solicitations for services within the respective procurement type (Competitive Sealed Bidding – CSB; Competitive Sealed Proposals – CSP, etc.).  Only some, not all of the language used in the template is required by Maryland’s procurement regulations, COMAR Title 21.  While some language may be changed, it is STRONGLY RECOMMENDED that you utilize the standardized language included in this template, as review and approval of your solicitation by DBM will be SIGNIFICANTLY FASTER if “boilerplate” language, section numbering, references to Attachments, and Attachment order remain unchanged, so that your assigned Procurement Analyst can focus more on reviewing the Minimum Qualifications, Scope of Work, and Bid/Financial Proposal Form of your solicitation.  Please check with your DBM Procurement Analyst if you wish to revise the language included in this template.  

Second, there is a substantial amount of information and text you will need to add to or select in the document.  You will notice throughout the document (red) colored text in parentheses.  These are instructions to you.  DO NOT LEAVE THE INSTRUCTIONS OR PARENTHESES IN THE DOCUMENT.  Insert the requested name, date, address, information, title, number, etc. and delete the (red) instructions (be sure to review the entire template for these instructions, including the Attachments).  Make certain the inserted text does not remain in the color of the instructions.  Also, when you download, copy, or paste, text and tables may move around on the page.  Please clean up text and tables to ensure a professional look (e.g., check for font type and size consistency, review formatting, use spell check, use grammar check, etc.), remove these instructions and version pages, and remove the template date from the footer pages (or change the footer date to the actual publication date).  Your proper completion of this template will result in faster review and approval by your assigned Procurement Analyst.

You, the author of the solicitation, are responsible for the ultimate content and appearance of the document.  You must ensure the accuracy of the content and convey a professional appearance and style.  Remember, this document will become a part of a public record.  It is your first contact with the vendor community from which you wish to solicit.  It represents your Department.  See that it is a quality publication.  

Note that this template will need to be carefully reviewed by the Procurement Officer and the agency Assistant Attorney General for each project to determine what should be included, revised, or omitted for the particular procurement.  Any questions regarding this template may be submitted to your assigned Procurement Analyst at DBM.

Template Version:  10/27/2015
Revisions from Original 03/25/2013 Version:
04/09/2013

-Section 1.2:  Definition for “Notice to Proceed;” capitalized the word “Commencement” and added reference to Section 1.4.1.

-Section 1.7:  Removed statement that attendance is not mandatory from first paragraph.

04/25/2013

-Section 4.4.8:  Revised wording regarding the Bidder’s Certificate of Insurance requirements.

07/01/2013

-Added bolded note at bottom of instructions page.

-Added optional language on solicitation Title page for Small Business Reserve Procurements.

-Section 1.2 Definitions:  added definition for “Contract Commencement” and minor revisions to definitions of “Business Day(s),” “Go-Live Date,” and “Working Day(s).”

-Section 1.26 Contract Affidavit:  added statement that a Contract Affidavit will be required for renewal options and mods that extend the Contract.

-Section 1.33 Minority Business Enterprise Goal and Subgoals:  revised wording and added language for MBE liquidated damages (1.33.9).

-Section 1.34 Living Wage Requirements:  revised wording regarding determination of wage tier.

-Added Section 3.9:  SOC 2 Type II Audit Report.

-Updated Contract (Attachment A):  added Section 4.6 regarding MBE liquidated damages.

-Updated Bid/Proposal Affidavit (Attachment B): added Certification Regarding Investments in Iran and Conflict Minerals clauses.

-Updated DHR Hiring Agreement (Attachment P):  added field for Agency Control Number.

07/10/2013

-Section 1.33 Minority Business Enterprise Goal and Subgoals:  revised wording for MBE liquidated damages (1.33.9).

-Updated Contract (Attachment A):  moved MBE liquidated damages language from Section 4.6 to Section 39 and made revisions.

08/01/2013
-Instructions Page:  added language regarding removing instructions page and footer date.

-Sections 1.2, 1.4, and Contract (Attachment A) Section 3.1 and 3.2: revised language regarding duration of Contract, Contract Commencement, Go-Live Date, and Notice to Proceed.

-Section 1.40:  added language that price preference is not to exceed 5% and COMAR reference.

-Section 3.4:  revised language regarding when certificate of insurance is to be provided.

-Attachment K HIPAA Business Associate Agreement:  updated Agreement to comply with new HIPAA rules.

-Corrected several spelling and typographical errors and made minor revisions to language throughout document.

11/01/2013

-Section 1.4.3:  removed “, or a later date as.”

-Section 1.33.1 and Attachment D-1:  added language regarding MBE subgoals.

-Removed Sections 1.42 - Conflict Minerals and 1.43 - Investment Activities in Iran (both now incorporated in Bid/Proposal Affidavit); following Sections and references to sections updated.

-Section 3.4.6: removed “named.”

-Attachment D-3:  added fields for subcontractor’s address and FEIN.

-Attachment M-2:  added fields for subcontractor’s address and FEIN.

-Removed Attachment N – Investment Activities in Iran (now incorporated in Bid/Proposal Affidavit).

09/17/2014

-Section 1.1:  moved “non-State of Maryland usage” instructions and language from 1.3 to 1.1.5

-Section 1.2:  revised definition of “Procurement Officer;” consolidated the terms “Business Day(s)” and “Working Day(s)” to simply “Business Day(s)” throughout solicitation, and removed definition of “Working Day(s).”

-Section 1.4:  added anticipated start date language to 1.4.3.

-Section 1.31: updated Prompt Payment weblink.

-Section 1.33: updated MBE Requirements language, revised MBE Attachments “D,” and references to MBE Attachments “D.”

-Section 1.34: revised Living Wage Requirements language and added “Living Wage” clause to Contract (Attachment A).

-Section 3.10 (End of Contract Transition) added.

-Attachment A (Contract): revised wording and order of some sections.

-Attachment H:  removed references to MDH and US DHHS and added instruction to check for any additional requirements/restrictions relative to the applicable Federal funding source.

-Corrected spelling and typographical errors and made minor revisions to language throughout document.

04/17/2015

-Section 1.2:  revised definitions for Contract Monitor and VSBE.
-Section 1.3:  added sample Contract Type language.

-Section 1.26:  added Contract Affidavit clarification.

-Section 1.30:  updated mandatory EFT minimum amount.
-Section 1.31:  updated Prompt Payment weblink.

-Section 1.41:  added language for counting up to 100% of VSBE Prime Contractor work towards VSBE Goal; corrected reference to Center for Verification and Evaluation (CVE).

-Section 1.44:  corrected “SBR” Acronym.

-Section 3.3:  revised Criminal Background Check instructions and IT Security Requirements.

-Section 3.4:  revised Insurance Requirements language.

-Section 3.5.2:  revised PEP requirements.

-Section 3.9:  revised SOC 2 Type 2 Audit Report language.

-Section 3.10:  added optional Liquidated Damages language.

-Section 3.11:  revised Contract Transition language (moved to 3.11 from 3.10).

-Attachment A (Contract):  revised wording and citation references (clauses 4.1, 11, 14, 23, and 30.1).

-Attachment B (Bid/Proposal Affidavit):  updated language to conform with recent procurement-related legislation.
-Attachment C (Contract Affidavit):  updated Political Contribution Disclosure Affirmation clause.
-Attachment J (Non-Disclosure Agreement):  revised language regarding Confidential Information.

-Attachments M (VSBE Forms):  revised language to allow for counting up to 100% of VSBE Prime Contractor work towards VSBE Goal.

-Corrected typographical errors and made minor revisions and clarifications to language throughout document.

10/27/2015
-Revised wording throughout “specifications” document (replaced “solicitation” with “specifications”), including replacing “Bidder/Offeror” with “Contractor.”  Left majority of attentions as-is and added clarification language before Attachment A.
-Revised section numbering in Section 1 (deviation from IFB, MS-IFB, and RFP templates, as section numbering no longer follows the same order as those templates).

-Section 1.2:  changed ordering format of definitions from letters to numbers.

-Section 3.4:  Revised Insurance Require                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                         ments sample language.
-Attachment A (Contract):  added Contract clause 25:  Right to Audit; added Contract clause 33: Variations in Estimated Quantities; revised ordering and numbering of “optional” sections, and updated references to Contract clauses in the specifications.

-Attachments M-3 and M-4:  removed asterisks (**)
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SECTION 1 - GENERAL INFORMATION

1.1
Summary Statement

The (Department) (acronym for the Department or the Department) is issuing this Contract to provide (enter a brief description of the services to be performed – i.e., a brief summary of Section 3.1 of the Scope of Work).
1.2
Abbreviations and Definitions

For purposes of this Contract, the following abbreviations or terms have the meanings indicated below:  (Add to this Abbreviations and Definitions section any acronym or term unique to these Specifications and not in common use or for which there is not a single, consistent interpretation.) 

1. Business Day(s) – The official working days of the week to include Monday through Friday.  Official working days exclude State Holidays (see definition of “Normal State Business Hours” below).
2. COMAR – Code of Maryland Regulations available on-line at www.dsd.state.md.us.

3. Contract – This Contract award.  The Contract will be in the form of Attachment A.

4. Contract Commencement - The date the Contract is signed by the Department following any required approvals of the Contract, including approval by the Board of Public Works, if such approval is required.  See Section 1.4.
5. Contract Monitor (CM) – The State representative for this Contract who is primarily responsible for Contract administration functions, including issuing written direction, invoice approval, monitoring this Contract to ensure compliance with the terms and conditions of the Contract, monitoring MBE and VSBE compliance, and achieving completion of the Contract on budget, on time, and within scope.  The Contract Monitor may authorize in writing one or more State representatives to act on behalf of the Contract Monitor in the performance of the Contract Monitor’s responsibilities.
6. Contract Package – The Specifications, Contract, and all accompanying Attachments.

7. Contractor – The vendor that is awarded a Contract by the State.
8. Department or (Department acronym) – (Department).
9. eMM – eMaryland Marketplace (see Specifications Section 1.7).

10. Go-Live Date – The date, as specified in the Notice to Proceed, when the Contractor must begin providing all services required by these Specifications.  See Section 1.4.
11. Local Time – Time in the Eastern Time Zone as observed by the State of Maryland.  Unless otherwise specified, all stated times shall be Local Time, even if not expressly designated as such.

12. Minority Business Enterprise (MBE) – Any legal entity certified as defined at COMAR 21.01.02.01B(54) which is certified by the Maryland Department of Transportation under COMAR 21.11.03.

13. Normal State Business Hours - Normal State business hours are 8:00 a.m. – 5:00 p.m. Monday through Friday except State Holidays, which can be found at:  www.dbm.maryland.gov – keyword:  State Holidays.

14. Notice to Proceed (NTP) – A written notice from the Procurement Officer that, subject to the conditions of the Contract, work under the Contract is to begin as of a specified date.  The start date listed in the NTP is the Go-Live Date, and is the official start date of the Contract for the actual delivery of services as described in these Specifications.  After Contract Commencement, additional NTPs may be issued by either the Procurement Officer or the Department Contract Monitor regarding the start date for any service included within these Specifications with a delayed or non-specified implementation date.
15. Procurement Officer – Prior to the award of any Contract, the sole point of contact in the State for purposes of these Specifications.  After Contract award, the Procurement Officer has responsibilities as detailed in the Contract (Attachment A), and is the only State representative who can authorize changes to the Contract.  The Department may change the Procurement Officer at any time by written notice to the Contractor.
16. Proposal – The Contractor’s Technical and Financial Proposal for (enter Specifications/Contract Title)  Services dated (enter Date of Contractor’s Proposal).

17. Specifications (or “solicitation”) – Sole Source OR Emergency Contract Specifications, Contract Number: (enter Contract Number) issued by the Department for (enter Specifications/Contract Title)  Services dates (enter Date Specifications issued).

18. State – The State of Maryland.

19. Veteran-owned Small Business Enterprise (VSBE) – a business that is verified by the Center for Verification and Evaluation (CVE) of the United States Department of Veterans Affairs as a veteran-owned small business. See Code of Maryland Regulations (COMAR) 21.11.13.
1.3
Contract Type  

This Contract shall be a (enter type of contract or combination of more than one type, e.g., firm fixed price, fixed price with cost adjustment, labor hour, indefinite quantity with fixed unit price, etc.) as defined in COMAR  21.06.03. (enter COMAR citation number for the contract type; for combinations of contract types, state which contract section(s) fall under each contract type.)  For example:  “The Contract resulting from the Specifications shall be an indefinite quantity contract with firm fixed unit prices as defined in COMAR 21.06.03.06.A(2) (indefinite quantity) and 21.06.03.02.A(1)&(2) (fixed price and firm fixed price)”.
1.4
Contract Duration  

1.4.1
The Contract that results from these Specifications shall commence as of the date the Contract is signed by the Department following any required approvals of the Contract, including approval by the Board of Public Works, if such approval is required (“Contract Commencement”).

1.4.2
The period of time from the date of Contract Commencement through the Go-Live Date (see Section 1.2 definition and Section 1.4.3) will be the Contract “Start-up Period.”  During the Start-up Period the Contractor shall perform start-up activities such as are necessary to enable the Contractor to begin the successful performance of Contract activities as of the Go-Live Date.  No compensation will be paid to the Contractor for any activities it performs during the Start-up Period.  (amend this section if there will be payment for start-up activities.)
1.4.3
As of the Go-Live Date contained in a Notice to Proceed (see Section 1.2 definition), anticipated to be on or about (enter anticipated start date of services), the Contractor shall perform all activities required by the Contract, including the requirements of these Specifications, for the agreed-upon compensation.
1.4.4
The duration of the Contract will be for the period of time from Contract Commencement to the Go-Live Date (the Start-Up Period as described in Section 1.4.2) plus (“x” number of “years”/”months”/etc. of services to be provided under the Contract) from the Go-Live Date for the provision of all services required by the Contract and the requirements of these Specifications.  (If the Contract contains the possibility for Option years, detail here.  Ex. “This Contract may be extended for ‘X’ periods of one year each at the sole discretion of the Department and at the prices quoted for Option Years.”).  
1.4.5
The Contractor’s obligations to pay invoices to subcontractors that provided services during the Contract term, as well as the audit, confidentiality, document retention, and indemnification obligations of the Contract (see Attachment A) shall survive expiration or termination of the Contract and continue in effect until all such obligations are satisfied.
1.5
Procurement Officer

The sole point of contact in the State for purposes of these Specifications prior to the award of any Contract is the Procurement Officer at the address listed below:


(name of Procurement Officer)

Procurement Officer

(Department)

(street address and room number)

(city, state and zip code)
Phone Number:  (phone number)
Fax Number:  (fax number)

E-mail:  (email address)
The Department may change the Procurement Officer at any time by written notice.

1.6
Contract Monitor

The Contract Monitor is:


(name of Contract Monitor)

Contract Monitor

(Department)

(street address and room number)

(city, state and zip code)
Phone Number:  (phone number)
Fax Number:  (fax number)

E-mail:  (email address)
The Department may change the Contract Monitor at any time by written notice.


1.7
eMarylandMarketplace 
eMM is an electronic commerce system administered by the Maryland Department of General Services.  In order to receive a Contract award, a vendor must be registered on eMM.  Registration is free.  Go to https://emaryland.buyspeed.com/bso/login.jsp, click on “Register” to begin the process, and then follow the prompts.
1.8
Procurement Method

This Contract will be awarded in accordance with the (Sole Source or Emergency) method under (enter COMAR 21.05.05 (Sole Source) or COMAR 21.05.06 (Emergency).
1.9
Public Information Act Notice 

A Contractor should give specific attention to the clear identification of those portions of its Proposal that it considers confidential and/or proprietary commercial information or trade secrets, and provide justification why such materials, upon request, should not be disclosed by the State under the Public Information Act, Md. Code Ann., General Provisions Article, Title 4.  This confidential and/or proprietary information should be identified by page and section number and placed after the Title Page and before the Table of Contents in the Technical Proposal and if applicable, separately in the Financial Proposal.

Offerors are advised that, upon request for this information from a third party, the Procurement Officer is required to make an independent determination whether the information must be disclosed.
1.10
Protest/Disputes

Any protest or dispute related, respectively, to this resulting Contract shall be subject to the provisions of COMAR 21.10 (Administrative and Civil Remedies).

1.11
Substitution of Personnel

If the Contract requires that a particular individual or personnel be designated work on the Contract, any substitution of personnel after the Contract has commenced must be approved in writing by the Contract Monitor prior to the substitution.  If the Contractor substitutes personnel without the prior written approval of the Contract Monitor, the Contract may be terminated for default which shall be in addition to, and not in lieu of, the State’s remedies under the Contract or which otherwise may be available at law or in equity.

1.12
Mandatory Contractual Terms

The Contractor shall be deemed to have accepted the terms and conditions the Contract, attached herein as Attachment A.  
1.13
Bid/Proposal Affidavit

The Contractor must submit a completed Bid/Proposal Affidavit.  A copy of this Affidavit is included as Attachment B.
1.14
Contract Affidavit

The Contractor shall complete a Contract Affidavit as part of the Contract Package.  A copy of this Affidavit is included as Attachment C.  This Contract Affidavit is also required to be submitted by the Contractor with any Contract renewal, including the exercise of any options or modifications that may extend the Contract term.  For purposes of completing Section “B” of this Affidavit (Certification of Registration or Qualification with the State Department of Assessments and Taxation), note that a business entity that is organized outside of the State of Maryland is considered to be a “foreign” business.

1.15
Compliance with Laws/Arrearages

The Contractor shall comply with all Federal, State, and local laws applicable to its activities and obligations under the Contract.
The Contractor represents that it is not in arrears in the payment of any obligations due and owing the State, including the payment of taxes and employee benefits, and that it shall not become so in arrears during the term of the Contract if selected for Contract award.

1.16
Verification of Registration and Tax Payment

Before a business entity can do business in the State it must be registered with the State Department of Assessments and Taxation (SDAT).  SDAT is located at State Office Building, Room 803, 301 West Preston Street, Baltimore, Maryland 21201.  The SDAT website is http://sdatcert3.resiusa.org/ucc-charter/ .
The Contractor shall complete registration prior to the award date.  A vendor’s failure to complete registration with SDAT may disqualify an otherwise successful vendor from final consideration and recommendation for Contract award.

1.17
False Statements

Vendors are advised that Md. Code Ann., State Finance and Procurement Article, § 11-205.1 provides as follows:
1.29.1
In connection with a procurement contract a person may not willfully: 

(a)
Falsify, conceal, or suppress a material fact by any scheme or device; 

(b)
Make a false or fraudulent statement or representation of a material fact; or 

(c)
Use a false writing or document that contains a false or fraudulent statement or entry of a material fact. 

1.29.2
A person may not aid or conspire with another person to commit an act under subsection (1) of this section.

1.29.3
A person who violates any provision of this section is guilty of a felony and on conviction is subject to a fine not exceeding $20,000 or imprisonment not exceeding five years or both.

1.18
Payments by Electronic Funds Transfer 

Contractor agrees to accept payments by electronic funds transfer (EFT) unless the State Comptroller’s Office grants an exemption.  Payment by EFT is mandatory for contracts exceeding $200,000.  The Contractor shall register using the COT/GAD X-10 Vendor Electronic Funds (EFT) Registration Request Form.  Any request for exemption must be submitted to the State Comptroller’s Office for approval at the address specified on the COT/GAD X-10 form, must include the business identification information as stated on the form, and must include the reason for the exemption.  The COT/GAD X-10 form may be downloaded from the Comptroller’s website at:  http://comptroller.marylandtaxes.com/Government_Services/State_Accounting_Information/Static_Files/APM/gadx-10.pdf
1.19
Prompt Payment Policy 

This procurement and the Contract(s) to be awarded pursuant are subject to the Prompt Payment Policy Directive issued by the Governor’s Office of Minority Affairs (GOMA) and dated August 1, 2008.  Promulgated pursuant to Md. Code Ann., State Finance and Procurement Article, §§ 11-201, 13-205(a), and Title 14, Subtitle 3, and COMAR 21.01.01.03 and 21.11.03.01, the Directive seeks to ensure the prompt payment of all subcontractors on non-construction procurement contracts.  The Contractor shall comply with the prompt payment requirements outlined in the Contract “Prompt Payment” clause (see Attachment A).  Additional information is available on GOMA’s website at: 
http://goma.maryland.gov/Documents/Legislation/PromptPaymentFAQs.pdf
1.20
Electronic Procurements Authorized

A.
Under COMAR 21.03.05, unless otherwise prohibited by law, the Department may conduct procurement transactions by electronic means, including the Specifications, bidding, award, execution, and administration of a contract, as provided in Md. Code Ann., Maryland Uniform Electronic Transactions Act, Commercial Law Article, Title 21. 
B.
Participation in the contracting process on a procurement contract for which electronic means has been authorized shall constitute consent by the Contractor to conduct by electronic means all elements of the procurement of that Contract which are specifically authorized under the Specifications or the Contract. 
C.
“Electronic means” refers to exchanges or communications using electronic, digital, magnetic, wireless, optical, electromagnetic, or other means of electronically conducting transactions.  Electronic means includes facsimile, e-mail, internet-based communications, electronic funds transfer, specific electronic bidding platforms (e.g., https://emaryland.buyspeed.com/bso/), and electronic data interchange. 
D.
In addition to specific electronic transactions specifically authorized in other sections of these Specifications (e.g., § 1.30 “Payments by Electronic Funds Transfer”) and subject to the exclusions noted in section E of this subsection, the following transactions are authorized to be conducted by electronic means on the terms described: 
1. The Procurement Officer may conduct the procurement using eMM, e-mail, or facsimile to issue: 
(a)
the Specifications; 
(b)
any amendments to the Specifications or Contract; 
(c)
communications regarding the Specifications or Proposal to the Contractor; and 
(d)
the Procurement Officer’s decision on any Contract claim. 
2.  A Bidder/Offeror or potential Bidder/Offeror may use e-mail or facsimile to: 
(a) ask questions regarding the Specifications; and 
(b) reply to any material received from the Procurement Officer by electronic means that includes a Procurement Officer’s request or direction to reply by e-mail or facsimile, but only on the terms 
3. The Procurement Officer, the Contract Monitor, and the Contractor may conduct day-to-day Contract administration, except as outlined in Section E of this subsection utilizing e-mail, facsimile, or other electronic means if authorized by the Procurement Officer or Contract Monitor. 
E.
The following transactions related to these Specifications and any Contract awarded pursuant to it are not authorized to be conducted by electronic means: 
1.
filing of Contract Claims; 
2.
submission of documents determined by the Department to require original signatures (e.g., Contract execution, Contract modifications, etc.); or 
3.
any transaction, submission, or communication where the Procurement Officer has specifically directed that a response from the Contractor be provided in writing or hard copy. 
F.
Any facsimile or e-mail transmission is only authorized to the facsimile numbers or e-mail addresses for the identified person as provided in the Specifications, the Contract, or in the direction from the Procurement Officer or Contract Monitor.
1.21
Minority Business Enterprise Goals  

(If there is no MBE goal for these Specifications, enter only the following sentence for this section and delete the remainder of this section)

There is no MBE subcontractor participation goal for this procurement.

(If there is an MBE goal for these Specifications, enter and complete the following language for this section)

1.21.1 Establishment of Goal and Subgoals. 

Contractor has agreed to meet an overall MBE subcontractor participation goal of (MBE goal percentage)% of the total contract dollar amount as set forth in the Contractor’s Proposals, including all option years.
In addition, the following subgoals have been established for this procurement:

· (African-American subgoal percentage)% for African-American MBEs,
· (Asian-American subgoal percentage)% for Asian-American MBEs, 
· (Hispanic-American subgoal percentage)% for Hispanic-American MBEs, and 
· (Woman-Owned subgoal percentage)% for Woman-Owned MBEs. 

Notwithstanding any subgoals established above, the Contractor is encouraged to use a diverse group of subcontractors and suppliers from any/all of the various MBE classifications to meet the remainder of the overall MBE participation goal.
(After completing the MBE Subgoal Worksheet pursuant to the MBE Subgoal Guidance, (i) insert the subgoal amounts for the applicable subgroups above, and (ii) delete any of the above subgroups that do not apply to these Specifications.  If after the completion of the MBE Subgoal Worksheet no subgoals are established, then the following sentence should be included instead, in black font)

There are no MBE subcontractor participation subgoals for this procurement.

1.21.2
Attachments D-1 to D-5 – The following Minority Business Enterprise participation instructions, and forms are provided to assist the Contractor:

Attachment D-1A 
MBE Utilization and Fair Solicitation Affidavit & MBE Participation Schedule (must be submitted with Bid/Proposal)

Attachment D-2
Outreach Efforts Compliance Statement 

Attachment D-3A 
MBE Subcontractor Project Participation Certification 

Attachment D-3B
MBE Prime Project Participation Certification

Attachment D-4A 
Prime Contractor Paid/Unpaid MBE Invoice Report

Attachment D-4B 
MBE Prime Contractor Report

Attachment D-5 
Subcontractor/Contractor Unpaid MBE Invoice Report

1.21.3
The Contractor shall include with its Contract Package a completed MBE Utilization and Fair Solicitation Affidavit (Attachment D-1A) whereby:

(a)
The Contractor acknowledges the certified MBE participation goal and commits to make a good faith effort to achieve the goal and any applicable subgoals, and affirms that MBE subcontractors were treated fairly in the solicitation process; and

(b)
The Contractor responds to the expected degree of MBE participation, as stated in the Specifications, by identifying the specific commitment of certified MBEs at the time of Contract Package submission.  The Contractor shall specify the percentage of total contract value associated with each MBE subcontractor identified on the MBE participation schedule, including any work performed by the MBE Prime (including a Prime participating as a joint venture) to be counted towards meeting the MBE participation goals.

1.21.4
The Contractor shall verify that each MBE (including any MBE Prime and/or MBE Prime participating in a joint venture) selected to meet the goal and any subgoals and subsequently identified in Attachment D-1A is appropriately certified and has the correct NAICS codes allowing it to perform the committed work.  

1.21.5
the Contractor shall provide the following documentation to the Procurement Officer with the Contract Package.  

(a)
Outreach Efforts Compliance Statement (Attachment D-2).

(b)
MBE Subcontractor/Prime Project Participation Certification (Attachment D-3A/3B).

(c)
Any other documentation required by the Procurement Officer to ascertain the Contractor’s responsibility in connection with the certified MBE subcontractor participation goal or any applicable subgoals.

If the Contractor fails to return each completed document within the required time, the Procurement Officer may determine that the Contractor is not responsible and, therefore, not eligible for Contract award.  If the Contract has already been awarded, the award is voidable.

1.21.6
A current directory of certified MBEs is available through the Maryland State Department of Transportation (MDOT), Office of Minority Business Enterprise, 7201 Corporate Center Drive, Hanover, Maryland 21076.  The phone numbers are (410) 865-1269, 1-800-544-6056, or TTY (410) 865-1342.  The directory is also available on the MDOT website at http://mbe.mdot.state.md.us/directory/.  The most current and up-to-date information on MBEs is available via this website.  Only MDOT-certified MBEs may be used to meet the MBE subcontracting goals.

1.21.7
The Contractor, once awarded a Contract, will be responsible for submitting or requiring its subcontractor(s) to submit the following forms to provide the State with ongoing monitoring of MBE Participation:

(a) Attachment D-4A (Prime Contractor Paid/Unpaid MBE Invoice Report).

(b) Attachment D- 4B (MBE Prime Contractor Report, if applicable)

(c)  Attachment D-5 (MBE Subcontractor/Contractor Unpaid MBE Invoice Report). 

1.21.8   All documents, including the MBE Utilization and Fair Solicitation Affidavit & MBE Participation Schedule (Attachment D-1A), completed and submitted by the Contractor in connection with its certified MBE participation commitment are a part of the resulting Contract and are hereby expressly incorporated into the Contract by reference thereto.  All of the referenced documents will be considered a part of the Contractor’s Proposal for order of precedence purposes (see Contract – Attachment A, Section 2.1).

1.21.9
The Contractor is advised that liquidated damages will apply in the event the Contractor fails to comply in good faith with the requirements of the MBE program and pertinent Contract provisions.  (See Contract – Attachment A, “Liquidated Damages” clause).
1.21.10 As set forth in COMAR 21.11.03.12-1(D), when a certified MBE firm participates on a Contract as a Prime Contractor (including a joint-venture where the MBE firm is a partner), a procurement agency may count the distinct, clearly defined portion of the work of the contract that the certified MBE firm performs with its own work force towards fulfilling up to fifty-percent (50%) of the MBE participation goal (overall) and up to one hundred percent (100%) of not more than one of the MBE participation sub-goals, if any, established for the contract.  

In order to receive credit for self-performance, an MBE Prime must list its firm in Section 4A of the MBE Participation Schedule (Attachment D-1A) and include information regarding the work it will self-perform.  For the remaining portion of the overall goal and the sub-goals, the MBE Prime must also identify certified MBE subcontractors (see Section 4B of the MBE Participation Schedule (Attachment D-1A) used to meet those goals.  If dually-certified, the MBE Prime can be designated as only one of the MBE sub-goal classifications but can self-perform up to 100% of the stated sub-goal.  

As set forth in COMAR 21.11.03.12-1, once the Contract work begins, the work performed by a certified MBE firm, including an MBE Prime, can only be counted towards the MBE participation goal(s) if the MBE firm is performing a commercially useful function on the Contract.  

1.21.11 With respect to Contract administration, the Contractor shall:

(a) Submit to the Department’s designated representative by the 10th of the month following the reporting period: 

i. A Prime Contractor Paid/Unpaid MBE Invoice Report (Attachment D-4A) listing any unpaid invoices, over 45 days old, received from any certified MBE subcontractor, the amount of each invoice and the reason payment has not been made; and  

ii. (If Applicable) An MBE Prime Contractor Report (Attachment D-4B) identifying an MBE Prime’s self-performing work to be counted towards the MBE participation goals.

(b) Include in its agreements with its certified MBE subcontractors a requirement that those subcontractors submit to the Department’s designated representative by the 10th of the month following the reporting period an MBE Subcontractor Paid/Unpaid Invoice Report (Attachment D-5) that identifies the Contract and lists all payments to the MBE subcontractor received from the Contractor in the preceding reporting period month, as well as any outstanding invoices, and the amounts of those invoices.   

(c) Maintain such records as are necessary to confirm compliance with its MBE participation obligations. These records must indicate the identity of certified minority and non-minority subcontractors employed on the Contract, the type of work performed by each, and the actual dollar value of work performed. Subcontract agreements documenting the work performed by all MBE participants must be retained by the Contractor and furnished to the Procurement Officer on request. 

(d) Consent to provide such documentation as reasonably requested and to provide right-of-entry at reasonable times for purposes of the State’s representatives verifying compliance with the MBE participation obligations. Contractor must retain all records concerning MBE participation and make them available for State inspection for three years after final completion of the Contract. 

(e) Upon completion of the Contract and before final payment and/or release of retainage, submit a final report in affidavit form and under penalty of perjury, of all payments made to, or withheld from MBE subcontractors. 
1.22
Living Wage Requirements 

Maryland law requires that Contractors meeting certain conditions pay a living wage to covered employees on State service contracts over $100,000. Maryland Code, State Finance and Procurement, § 18-101 et al. The Commissioner of Labor and Industry at the Department of Labor, Licensing and Regulation requires that a Contractor subject to the Living Wage law submit payroll records for covered employees and a signed statement indicating that it paid a living wage to covered employees; or receive a waiver from Living Wage reporting requirements. See COMAR 21.11.10.05. 

If subject to the Living Wage law, Contractor agrees that it will abide by all Living Wage law requirements, including but not limited to reporting requirements in COMAR 21.11.10.05.  Contractor understands that failure of Contractor to provide such documents is a material breach of the terms and conditions and may result in Contract termination, disqualification by the State from participating in State contracts, and other sanctions.  See the “Living Wage” clause in the Contract (Attachment A).
Additional information regarding the State’s living wage requirement is contained in Attachment G.  The Contractor shall complete and submit the Maryland Living Wage Requirements Affidavit of Agreement (Attachment G-1) with their Contract Package.  If the Contractor fails to complete and submit the required documentation, the State may determine the Contractor to be not responsible under State law.

Contractors and subcontractors subject to the Living Wage Law shall pay each covered employee at least the minimum amount set by law for the applicable Tier area.  The specific living wage rate is determined by whether a majority of services take place in a Tier 1 Area or Tier 2 Area of the State.  The Tier 1 Area includes Montgomery, Prince George’s, Howard, Anne Arundel and Baltimore Counties, and Baltimore City.  The Tier 2 Area includes any county in the State not included in the Tier 1 Area.  In the event that the employees who perform the services are not located in the State, the head of the unit responsible for a State Contract pursuant to §18-102(d) of the State Finance and Procurement Article shall assign the tier based upon where the recipients of the services are located.

The Contract resulting from these Specifications will be determined to be a Tier 1 Contract or a Tier 2 Contract depending on the location(s) from which the Contractor provides 50% or more of the services.  The Contractor must identify in its Proposal the location(s) from which services will be provided, including the location(s) from which 50% or more of the Contract services will be provided.

· If the Contractor provides 50% or more of the services from a location(s) in a Tier 1 jurisdiction(s) the Contract will be a Tier 1 Contract.

· If the Contractor provides 50% or more of the services from a location(s) in a Tier 2 jurisdiction(s), the Contract will be a Tier 2 Contract.

· If the Contractor provides more than 50% of the services from an out-of-State location, the State agency determines the wage tier based on where the majority of the service recipients are located.  In this circumstance, this Contract will be determined to be a Tier (enter “1” or “2,” depending on where the majority of the service recipients are located) Contract.

Information pertaining to reporting obligations may be found by going to the Maryland Department of Labor, Licensing and Regulation (DLLR) website http://www.dllr.state.md.us/labor/prev/livingwage.shtml.

NOTE:  Whereas the Living Wage may change annually, the Contract price may not be changed because of a Living Wage change.
1.23
Federal Funding Acknowledgement

(If the Contract to be awarded under this procurement does not contain Federal funds, enter only the following sentence for this section and delete the rest)

This Contract does not contain Federal funds.

(If the Contract to be awarded under this procurement does contain Federal funds, enter and complete the following language for this section)

1.23.1
There are programmatic conditions that apply to this Contract due to Federal funding.  (see Attachment H).
1.23.2
The total amount of Federal funds allocated for the (name of administration or facility) is $(Federal funds amount) in Maryland State fiscal year (current fiscal year).  This represents (divide Federal funds amount by the total of the unit’s budget) % of all funds budgeted for the unit in that fiscal year.  This does not necessarily represent the amount of funding available for any particular grant, contract, or solicitation.

1.23.3
This Contract contains federal funds.  The source of these federal funds is:  (name of Federal program for funds source i.e., Medicaid, Ryan White, Title X, etc.).  The CFDA number is: (Catalog of Federal Domestic Assistance number).  The conditions that apply to all federal funds awarded by the Department are contained in Federal Funds Attachment H.  Any additional conditions that apply to this particular federally-funded contract are contained as supplements to Federal Funds Attachment H and the Contractor shall complete and submit these Attachments with their Contract Package as instructed in the Attachments.  Acceptance of this agreement indicates the Contractor’s intent to comply with all conditions, which are part of this Contract.

1.24
Conflict of Interest Affidavit and Disclosure 

(If a Conflict of Interest Affidavit is not required for these Specifications, enter only the following language for this section and delete the rest)

A Conflict of Interest Affidavit is not required pursuant to COMAR 21.05.08.08(F) for this procurement. The Contractor is required to disclose to the Procurement Officer any actual or potential conflict of interest as it arises, before or after award, in accordance with COMAR 21.05.08.08.
(If a Conflict of Interest Affidavit is required for these Specifications, enter the following language for this section)
Contractor shall complete and sign the Conflict of Interest Affidavit and Disclosure (Attachment I) and submit it with their Contract Package.  Contractor is advised that the Contractor’s personnel who perform or control work under this Contract and each of the participating subcontractor personnel who perform or control work under this Contract shall be required to complete agreements substantially similar to Attachment I Conflict of Interest Affidavit and Disclosure.  For policies and procedures applying specifically to Conflict of Interests, the Contract is governed by COMAR 21.05.08.08. 
1.25
Non-Disclosure Agreement

(If a Non-Disclosure Agreement is not required for these Specifications, enter only the following sentence for this section and delete the rest)

A Non-Disclosure Agreement is not required for this procurement.

(If a Non-Disclosure Agreement is required for these Specifications, enter the following language for this section)

Contractor is advised that these Specifications and any resultant Contract(s) are subject to the terms of the Non-Disclosure Agreement (NDA) contained in these Specifications as Attachment J.  Contractor shall provide an executed copy of the NDA with its Contract Package.
1.26
HIPAA - Business Associate Agreement 

(If a HIPAA Business Associate Agreement is not required for these Specifications, enter only the following sentence for this section and delete the rest)

A HIPAA Business Associate Agreement is not required for this procurement.

(If a HIPAA Business Associate Agreement is required for these Specifications, enter the following language for this section, and select the appropriate Contract clause option in the Contract – Attachment A)

Based on the determination by the Department that the functions to be performed in accordance with these Specifications constitute Business Associate functions as defined in HIPAA, the Contractor shall execute a Business Associate Agreement as required by HIPAA regulations at 45 C.F.R. §164.501 and set forth in Attachment K.  This Agreement must be provided the Contract Package. Should the Business Associate Agreement not be submitted as required by these Specifications, the Procurement Officer, upon review of the Office of the Attorney General and approval of the Secretary, may withdraw the recommendation for award.
1.27
Nonvisual Access  

(If these Specifications do not contain Information Technology (IT) provisions, enter only the following sentence for this section and delete the rest)

The Specifications do not contain Information Technology (IT) provisions requiring Nonvisual Access.

(If these Specifications do contain Information Technology (IT) provisions, enter the following language for this section)
By submitting a Proposal, the Contractor warrants that the information technology offered under the Proposal:  (1) provides equivalent access for effective use by both visual and nonvisual means; (2) will present information, including prompts used for interactive communications, in formats intended for both visual and nonvisual use; (3) if intended for use in a network, can be integrated into networks for obtaining, retrieving, and disseminating information used by individuals who are not blind or visually impaired; and (4) is available, whenever possible, without modification for compatibility with software and hardware for nonvisual access.  The Contractor further warrants that the cost, if any, of modifying the information technology for compatibility with software and hardware used for nonvisual access will not increase the cost of the information technology by more than five percent (5%).  For purposes of these Specifications and resulting Contract, the phrase “equivalent access” means the ability to receive, use, and manipulate information and to operate controls necessary to access and use information technology by nonvisual means.  Examples of equivalent access include keyboard controls used for input and synthesized speech, Braille, or other audible or tactile means used for output.

The Maryland IT Nonvisual Access standards can be found at: www.doit.maryland.gov, keyword:  NVA.
1.28
Mercury and Products That Contain Mercury 

(If these Specifications do not include the procurement of products known to likely include mercury as a component (ex. thermometers, thermostats, fluorescents, LCD screens, laptops and computers, some batteries), enter only the following sentence for this section and delete the rest)

These Specifications do not include the procurement of products known to likely include mercury as a component.

(If these Specifications do include the procurement of products known to likely include mercury as a component, choose and enter the following “Option” language for this section, as applicable)
(Option 1.  This clause provides a price preference to only those products that are mercury-free.  Enter the percentage preference for “X.”)

The Department shall give a price preference of X percent (X%) (not to exceed 5%; see COMAR 21.05.08.09) to Proposals for products or equipment that are mercury-free.  The Contractor shall submit a Mercury Affidavit in the form of Attachment L with its Contract Package.
(Option 2.  This clause provides a price preference to those products that are mercury-free or which provide the least amount of mercury.  Enter the percentage preference for “X.”)

The Department shall give a price preference of X percent (X%) (not to exceed 5%; see COMAR 21.05.08.09) to Proposals for products or equipment that are mercury-free or, if mercury-free products or equipment are not offered, to the Proposals for products or equipment containing the least amount of mercury necessary to meet performance requirements.  The Contractor shall submit a Mercury Affidavit in the form of Attachment L with its Contract Package.

(Option 3.  This clause requires that all products be mercury-free.)

All products or equipment provided pursuant to these Specifications shall be mercury-free products.  The Contractor must submit a Mercury Affidavit in the form of Attachment L with its Contract Package.

1.29
Veteran-Owned Small Business Enterprise Goal

(If there is no VSBE goal for these Specifications, enter only the following sentence for this section, and delete the rest)

There is no Veteran-Owned Small Business Enterprise (VSBE) participation goal for this procurement.

(If there is a VSBE goal for se Specifications, enter and complete the following language for this section)

1.29.1
NOTICE TO BIDDERS/OFERORS
Questions or concerns regarding the Veteran-Owned Small Business Enterprise (VSBE) participation goal of these Specifications must be raised before the submission of the Contract Package.

1.29.2
PURPOSE
The Contractor shall structure its procedures for the performance of the work required in this Contract to attempt to achieve the VSBE participation goal stated in these Specifications.  VSBE performance must be in accordance with this section and Attachment M, as authorized by COMAR 21.11.13.  The Contractor agrees to exercise all good faith efforts to carry out the requirements set forth in this section and Attachment M.

Veteran-Owned Small Business Enterprises, or VSBEs, must be verified by the Center for Verification and Evaluation (CVE) of the United States Department of Veterans Affairs.  The listing of verified VSBEs may be found at http://www.vetbiz.gov. 

1.29.3
VSBE GOAL
A VSBE participation goal of (VSBE goal percentage)% of the total Contract dollar amount has been established for this procurement.  By submitting a response to these Specifications, the Contractor agrees that this percentage of the total dollar amount of the Contract will be performed by verified veteran-owned small business enterprises.

1.29.4
SOLICITATION AND CONTRACT FORMATION
The Contractor must include with its Contract Package a completed Veteran-Owned Small Business Enterprise Utilization Affidavit and Prime/Subcontractor Participation Schedule (Attachment M-1) whereby:

(1) the Contractor acknowledges it intends to meet the VSBE participation goal and commits to making a good faith effort to achieve the stated goal.

(2) the Contractor responds to the expected degree of VSBE participation as stated in the Specifications, by identifying the specific commitment of VSBEs and specifying the percentage of Contract value associated with each VSBE prime/subcontractor identified on the VSBE Participation Schedule.

As set forth in COMAR 21.11.13.05.B(2), when a verified VSBE firm participates on a Contract as a Prime Contractor, a procurement agency may count the distinct, clearly defined portion of the work of the contract that the VSBE Prime Contractor performs with its own work force towards meeting up to one hundred percent (100%) of the VSBE goal. 

In order to receive credit for self-performance, a VSBE Prime must list its firm in the VSBE Prime/Subcontractor Participation Schedule (Attachment M-1) and include information regarding the work it will self-perform.  For any remaining portion of the VSBE goal that is not to be performed by the VSBE Prime, the VSBE Prime must also identify verified VSBE subcontractors used to meet the remainder of the goal.  
Contractor shall provide the following documentation to the Procurement Officer.

(1) VSBE Project Participation Statement (Attachment M-2); and
(2) Any other documentation required by the Procurement Officer to ascertain the Contractor’s responsibility in connection with the VSBE participation goal.

If the Contractor fails to return each completed document within the required time, the Procurement Officer may determine that the Contractor is not responsible and therefore not eligible for Contract award.

1.29.5
CONTRACT ADMINISTRATION REQUIREMENTS
The Contractor, once awarded the Contract shall:

(1) Submit monthly to the Department a report listing any unpaid invoices, over 45 days old, received from any VSBE subcontractor, the amount of each invoice, and the reason payment has not been made. (Attachment M-3)
(2) Include in its agreements with its VSBE subcontractors a requirement that those subcontractors submit monthly to the Department a report that identifies the prime contract and lists all payments received from Contractor in the preceding 30 days, as well as any outstanding invoices, and the amount of those invoices. (Attachment M-4)
(3) Maintain such records as are necessary to confirm compliance with its VSBE participation obligations.  These records must indicate the identity of VSBE and non-VSBE subcontractors employed on the contract, the type of work performed by each, and the actual dollar value of work performed.  The subcontract agreement documenting the work performed by all VSBE participants must be retained by the Contractor and furnished to the Procurement Officer on request.

(4) Consent to provide such documentation as reasonably requested and to provide right-of-entry at reasonable times for purposes of the State’s representatives verifying compliance with the VSBE participation obligations.  The Contractor must retain all records concerning VSBE participation and make them available for State inspection for three years after final completion of the Contract.

(5) At the option of the procurement agency, upon completion of the Contract and before final payment and/or release of retainage, submit a final report in affidavit form and under penalty of perjury, of all payments made to, or withheld from VSBE subcontractors.

1.30
Location of the Performance of Services Disclosure

(If this procurement is not anticipated to have an estimated value of $2,000,000.00 or more, enter only the following sentence for this section and delete the rest)

The Specifications do not require a Location of the Performance of Services Disclosure.

(If this procurement is anticipated to have an estimated value of $2,000,000.00 or more, enter the following language for this section)
The Contractor shall complete the Location of the Performance of Services Disclosure.  A copy of this Disclosure is included as Attachment N.  The Disclosure must be provided with the Contract Package.
1.31
Department of Human Resources (DHR) Hiring Agreement
(If these Specifications do not require a DHR Hiring Agreement, enter only the following sentence for this section and delete the rest)

The Specifications do not require a DHR Hiring Agreement.

(If these Specifications do require a DHR Hiring Agreement, enter the following language for this section)
The Contractor shall complete a DHR Hiring Agreement.  A copy of this Affidavit is included as Attachment O.  This Affidavit must be provided with the Contract Package.
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SECTION 2 – MINIMUM QUALIFICATIONS
2.1
Bidder Minimum Qualifications

(If there are no Contractor Minimum Qualifications for these Specifications, enter only the following sentence for this section and delete the rest)

There are no Contractor Minimum Qualifications for this Contract.
(If there are Contractor Minimum Qualifications for these Specifications, enter the following language as applicable for this section and insert a numbered list of all Contractor Minimum Qualifications.  These Minimum Qualifications are requirements that must be met by a vendor in order to submit a Bid, including any licensures or certifications, years of experience, 501(c)(3) status, CBO, other designations, etc.   These are not to be service requirements or deliverables under the Contract (those are detailed in Section 3).  Include requirements of proof that must be included with the Contractor’s Contract Package (ex. copies of licenses, certificates, etc.).  It is not mandatory to have Minimum Qualifications, and having them can inhibit competition, but if a bottom-line requirement must be met, using Minimum Qualifications is a good way to set the bar.)
The Contractor must provide proof with its Contract Package that the following Minimum Qualifications have been met:

2.1.1
The Contractor shall have . . .  (ex. three (3) years of experience providing . . .).  As proof of meeting this requirement, the Contractor shall provide with its Contract Package . . . (ex. three (3) references from the past five years able to attest to the Contractor’s experience in providing . . .).
2.1.2
The Contractor shall be certified  . . . (ex. by the Maryland Insurance Administration as a . . . ).  As proof of meeting this requirement, the Contractor shall provide with its Contract Package . . . (ex. a current certificate issued by the Maryland Insurance Administration evidencing the Contractor’s certification as a  . . .”)
2.1.3…
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SECTION 3 – SCOPE OF WORK

3.1
Background and Purpose 
(Provide a description of the purpose of the Specifications.  A summary of this section should be included in Section 1.1 of the Specifications).
The State is issuing these Specifications for the purposes of . . .
3.2
Scope of Work - Requirements

The Contractor shall: 

(Insert Contract Scope of Work requirements here.  This is the most important section of the Specifications, and the “meat” of the procurement.  Any product or service deliverables, milestones, or deadlines must be identified here, including reports specific to the Scope of Work requirements.  Clearly articulate what the State’s requirements are and readers should understand exactly what the State is procuring.  The Scope of Work should be clearly written so that payment can be made appropriately, work (un)performed can be identified, and the contractual rights of the State can be enforced.  Use the term “Contractor,” not “Bidder/Offeror,” throughout this Section as these are Contractual requirements.  State your requirements in an outline format that is organized logically with proper headings for each main section (ex. Staffing; Reports; etc.), using proper outline formatting with tabs to differentiate subsections.  See formatting example below)

3.2.1
General Requirements

3.2.1.1



3.2.1.1.1



3.2.1.1.2




3.2.1.1.2.1




3.2.1.1.2.2



3.2.1.1.3


3.2.1.2



3.2.1.2.1.




3.2.1.2.1.1




3.2.1.2.1.2




3.2.1.2.1.3



3.2.1.2.2

3.2.2
Staffing

3.2.2.1


3.2.2.2



3.2.2.2.1



3.2.2.2.2


3.2.2.3


3.2.3
Reports . . .
3.3
Security Requirements

3.3.1
Employee Identification
(a)
Each person who is an employee or agent of the Contractor or subcontractor shall display his or her company ID badge at all times while on State premises.  Upon request of authorized State personnel, each such employee or agent shall provide additional photo identification.

(b)
At all times at any facility, the Contractor’s personnel shall cooperate with State site requirements that include but are not limited to being prepared to be escorted at all times, providing information for badge issuance, and wearing the badge in a visible location at all times.

3.3.2
Security Clearance / Criminal Background Check
(Use only one of the Criminal Background Check paragraphs below, as applicable; delete the others.  If no background check is required, delete this Criminal Background Check section and revise subsection numbering accordingly.)

(For Contractor Personnel when the Contractor Is Responsible for Background Checks)

The Contractor shall obtain from each prospective employee a signed statement permitting a criminal background check.  The Contractor shall secure at its own expense a Maryland State Police and/or FBI background check and shall provide the Contract Monitor with completed checks on all new employees prior to assignment.  The Contractor may not assign an employee with a criminal record to work under this Contract unless prior written approval is obtained from the Contract Monitor.  

(For Contractor Personnel when the Administration/Facility Is Responsible for Background Checks)

The Contractor shall obtain from each individual assigned to work on the Contract a statement permitting a criminal background check.  The Department will obtain a criminal background check for each individual using a source of its choosing.  The Contract Monitor reserves the right to reject any individual based upon the results of the background check.

(For Temporary Personnel Contracts)

The Contractor shall obtain criminal background checks on candidates it sends for employment at the Department.  At a minimum, these checks must contain convictions and probation before judgment (PBJ) pleadings within the State of Maryland.  These checks may be performed by public or private entities.  Prior to placement of a temporary employee, the Contract Monitor must review the background check to determine if the candidate is acceptable based on the specific duties that need to be fulfilled and the circumstances surrounding the conviction or PBJ pleading.  Being convicted is not in itself a bar to placement.  Decisions of the Contract Monitor as to acceptability of a candidate are final.  

3.3.3
Information Technology
(The following Information Technology Security provisions are to be included for Contracts where there is the collection, accessing, usage, storage, processing, disposition, and/or disclosure of State data, including “Sensitive Data” such as PII, PHI, or other private/confidential data.  These provisions are designed to coincide with the SOC 2 Type 2 Audit Report provisions in RFP Section 3.9, and should always be included in the Specifications when the SOC 2 Type 2 Audit Report requirement is included.  If your Specifications do not have any requirements that relate to these Information Technology provisions, delete this Information Technology section and revise subsection numbering accordingly)

For purposes of these Specifications and the resulting Contract:

(a)
“Sensitive Data” means information that is protected against unwarranted disclosure, to include Personally Identifiable Information (PII), Protected Health Information (PHI) or other private/confidential data, as specifically determined by the State. Sensitive Data includes information about an individual that (1) can be used to distinguish or trace an individual‘s identity, such as name, social security number, date and place of birth, mother‘s maiden name, or biometric records; (2) is linked or linkable to an individual, such as medical, educational, financial, and employment information; (3) falls within the definition of “personal information” under Md. Code Ann., Com. Law § 14-3501(d); or (4) falls within the definition of “personal information" under Md. Code Ann., State Govt. § 10-1301(c).
(b) “Relevant subcontractor” includes any subcontractor that assists the Contractor in the critical functions of the Contract, handles Sensitive Data, and/or assists with any related implemented system, excluding subcontractors that provide secondary services that are not pertinent to assisting the Contractor in the critical functions of the Contract, handling Sensitive Data, and/or assisting with any related implemented system.
(c) The Contractor, including any relevant subcontractor(s), shall implement administrative, physical, and technical safeguards to protect State data that are no less rigorous than accepted industry standards for information security such as those listed below, and shall ensure that all such safeguards, including the manner in which State data is collected, accessed, used, stored, processed, disposed of and disclosed, comply with applicable data protection and privacy laws as well as the terms and conditions of these Specifications and resulting Contract.  

(d) The Contractor, including any and all subcontractor(s), agrees to abide by all applicable federal, State and local laws concerning information security and comply with current State of Maryland Department of Information Technology Security Policy:  http://doit.maryland.gov/support/Pages/SecurityPolicies.aspx.  The State IT Security Policy may be revised from time to time.  The Contractor and all subcontractors shall comply with all such revisions.  Updated and revised versions of the State IT Policy and Standards are available online at: www.doit.maryland.gov – keyword:  Security Policy.  
3.3.3.1
Information Security Requirements  
To ensure appropriate data protection safeguards are in place, the Contractor and any relevant subcontractor(s) shall at a minimum implement and maintain the following information technology controls at all times throughout the life of the Contract.  The Contractor and any relevant subcontractor(s) may augment this list with additional information technology controls.
(a) Establish separate production, test, and training environments for systems supporting the services provided under this Contract and ensure that production data is not replicated in the test and/or training environment unless it has been previously anonymized or otherwise modified to protect the confidentiality of Sensitive Data elements.

(b) Apply hardware and software hardening procedures as recommended by the manufacturer to reduce the Contractor/subcontractor’s systems’ surface of vulnerability.  The purpose of system hardening procedures is to eliminate as many security risks as possible.  These procedures may include but are not limited to removal of unnecessary software, disabling or removing of unnecessary services, the removal of unnecessary usernames or logins, and the deactivation of unneeded features in the Contractor/subcontractor’s system configuration files.

(c) Establish policies and procedures to implement and maintain mechanisms for regular internal vulnerability testing of operating system, application, and network devices supporting the services provided under this Contract.  Such testing is intended to identify outdated software versions; missing software patches; device or software misconfigurations; and to validate compliance with or deviations from the Contractor’s and/or subcontractor’s security policy.   The Contractor and any relevant subcontractor(s) shall evaluate all identified vulnerabilities for potential adverse effect on the system’s security and/or integrity and remediate the vulnerability promptly or document why remediation action is unnecessary or unsuitable.  The Department shall have the right to inspect these policies and procedures and the performance of vulnerability testing to confirm the effectiveness of these measures for the services being provided under this Contract.

(d) Where website hosting or Internet access is the service provided or part of the service provided, the Contractor and any relevant subcontractor(s) shall conduct regular external vulnerability testing.  External vulnerability testing is an assessment designed to examine the Contractor’s and subcontractor’s security profile from the Internet without benefit of access to internal systems and networks behind the external security perimeter.   The Contractor and any relevant subcontractor(s) shall evaluate all identified vulnerabilities on Internet-facing devices for potential adverse effect on the system’s security and/or integrity and remediate the vulnerability promptly or document why remediation action is unnecessary or unsuitable.  The Department shall have the right to inspect these policies and procedures and the performance of vulnerability testing to confirm the effectiveness of these measures for the services being provided under this Contract.

(e) Ensure that anti-virus and anti-malware software is installed and maintained on all systems supporting the services provided under this Contract; that the anti-virus and anti-malware software is automatically updated; and that the software is configured to actively scan and detect threats to the system for remediation. 

(f) Enforce strong user authentication and password control measures over the Contractor/subcontractor’s systems supporting the services provided under this Contract to minimize the opportunity for unauthorized system access through compromise of the user access controls.  At a minimum, the implemented measures should be consistent with the most current State of Maryland Department of Information Technology’s Information Security Policy (http://doit.maryland.gov/support/Pages/SecurityPolicies.aspx), including specific requirements for password length, complexity, history, and account lockout. 

(g) Ensure State data under this service is not processed, transferred, or stored outside of the United States.   

(h) Ensure that State data is not comingled with the Contractor’s and subcontractor’s other clients’ data through the proper application of data compartmentalization security measures.  This includes but is not limited to classifying data elements and controlling access to those elements based on the classification and the user’s access or security level.  

(i) Apply data encryption to protect State data, especially Sensitive Data, from improper disclosure or alteration.  Data encryption should be applied to State data in transit over networks and, where possible, State data at rest within the system, as well as to State data when archived for backup purposes.  Encryption algorithms which are utilized for this purpose must comply with current Federal Information Processing Standards (FIPS), “Security Requirements for Cryptographic Modules”, FIPS PUB 140-2.

http://csrc.nist.gov/publications/fips/fips140-2/fips1402.pdf
http://csrc.nist.gov/groups/STM/cmvp/documents/140-1/1401vend.htm
(j) Enable appropriate logging parameters on systems supporting services provided under this Contract to monitor user access activities, authorized and failed access attempts, system exceptions, and critical information security events as recommended by the operating system and application manufacturers as well as information security standards including the current State of Maryland Department of Information Security Policy:  http://doit.maryland.gov/support/Pages/SecurityPolicies.aspx
(k) Retain the aforementioned logs and review them at least daily to identify suspicious or questionable activity for investigation and documentation as to their cause and perform remediation, if required.  The Department shall have the right to inspect these policies and procedures and the Contractor or subcontractor’s performance to confirm the effectiveness of these measures for the services being provided under this Contract.

(l) Ensure system and network environments are separated by properly configured and updated firewalls to preserve the protection and isolation of Sensitive Data from unauthorized access as well as the separation of production and non-production environments.  

(m) Restrict network connections between trusted and untrusted networks by physically and/or logically isolating systems supporting the services being provided under the Contract from unsolicited and unauthenticated network traffic.

(n) Review at regular intervals the aforementioned network connections, documenting and confirming the business justification for the use of all service, protocols, and ports allowed, including the rationale or compensating controls implemented for those protocols considered insecure but necessary.

(o) Ensure that the Contractor’s and any subcontractor’s personnel shall not connect any of their own equipment to a State LAN/WAN without prior written approval by the State.  The Contractor/subcontractor shall complete any necessary paperwork as directed and coordinated with the Contract Monitor to obtain approval by the State to connect Contractor/subcontractor-owned equipment to a State LAN/WAN.
3.3.3.2
 Contingency / Disaster Recovery Plans
(a) The Contractor and any relevant subcontractor(s) shall have robust contingency and disaster recovery plans in place to ensure that the services provided under this Contract will be maintained in the event of disruption  to the Contractor/subcontractor’s operations (including, but not limited to, disruption to information technology systems), however caused.  
(b) The contingency and disaster recovery plans must be designed to ensure that services under this Contract are restored after a disruption within (specify the time duration in hours or days in which services must be restored) in order to avoid unacceptable consequences due to the unavailability of services. 

(c) The Contractor and any relevant subcontractor(s) shall test the contingency/disaster recovery plans at least twice annually to identify any changes that need to be made to the plan(s) to ensure a minimum interruption of service.  Coordination shall be made with the State to ensure limited system downtime when testing is conducted.  At least one annual test shall include backup media restoration and failover / fallback operations.
(d) Such contingency and disaster recovery plans shall be available for the Department to inspect and to practically test at any reasonable time, and shall be subject to regular updating, revision, and testing throughout the term of the Contract.

3.3.3.3
Incident Response Requirement
(a) The Contractor shall notify the Contract Monitor when any Contractor and/or subcontractor system that may access, process, or store State data or work product is subject to unintended access or attack.  Unintended access or attack includes compromise by computer malware, malicious search engine, credential compromise or access by an individual or automated program due to a failure to secure a system or adhere to established security procedures.

(b) The Contractor shall notify the Contract Monitor within one (1) Business Day of the discovery of the unintended access or attack by providing notice via written or electronic correspondence to the Contract Monitor and Procurement Officer.
(c) The Contractor shall notify the Contract Monitor within two (2) hours if there is a threat to the Contractor and/or subcontractor's systems as it pertains to the use, disclosure, and security of the Department’s Sensitive Data.
(d) If an unauthorized use or disclosure of any Sensitive Data occurs, the Contractor must provide written notice to the Contract Monitor within one (1) Business Day after the Contractor's discovery of such use or disclosure and, thereafter, all information the State requests concerning such unauthorized use or disclosure.

(e) The Contractor, within one (1) Business Day of discovery, shall report to the Contract Monitor any improper or non-authorized use or disclosure of Sensitive Data. The Contractor's report shall identify:

1. the nature of the unauthorized use or disclosure;

2. the Sensitive Data used or disclosed;

3. who made the unauthorized use or received the unauthorized disclosure;

4. what the Contractor has done or shall do to mitigate any deleterious effect of the unauthorized use or disclosure; and:

5. what corrective action the Contractor has taken or shall take to prevent future similar unauthorized use or disclosure.

6. the Contractor shall provide such other information, including a written report, as reasonably requested by the State.

(f) The Contractor shall comply with all applicable laws that require the notification of individuals in the event of unauthorized release of PII or other event requiring notification.  In the event of a breach of any of the Contractor's security obligations or other event requiring notification under applicable law, the Contractor agrees to assume responsibility for informing all such individuals in accordance with applicable law and to indemnify, hold harmless and defend the State and its officials and employees from and against any claims, damages, or other harm related to such security obligation breach or other event requiring the notification.

(g) This Section 3.3.3.3 shall survive expiration or termination of the Contract.

3.4
Insurance Requirements

(The insurance requirements and minimums stated below are general examples, and may not reflect the necessary requirements and minimums for your Scope of Work.  Some of the insurance requirements and minimums below may place an undue burden on the Contractor and its subcontractors, or may not be necessary for the types of services to be provided.  Research sample insurance requirements for the relevant service industry in order to fine-tune these requirements and minimums for your particular Scope of Work requirements.)

3.4.1
The Contractor shall maintain Commercial General Liability Insurance to cover losses resulting from, or arising out of, Contractor action or inaction in the performance of the Contract by the Contractor, its agents, servants, employees, or subcontractors, with a limit of $1,000,000 per occurrence and $2,000,000 aggregate.  (If determined necessary, higher limits can be accomplished by adding an excess liability or umbrella policy requirement.)
3.4.2
The Contractor shall maintain Errors and Omissions/Professional Liability insurance with a minimum limit of $5,000,000 per claim and annual aggregate

(Professional Liability is typically written on a claims-made form, not on an occurrence form. Consider having cyber liability included in the professional liability if the vendor will have access to Personal Identifiable Information in any medium.)
3.4.3
The Contractor shall maintain Automobile and/or Commercial Truck Insurance as appropriate with Liability, Collision, and PIP limits no less than those required by the State where the vehicle(s) is registered, but in no case less than those required by the State of Maryland.

3.4.4
The Contractor shall maintain Crime Insurance to cover employee theft with minimum single loss limit of $1,000,000 per loss, and a single loss retention not to exceed $10,000.  

(Because Commercial General Liability excludes losses due to crime or employee dishonesty, it is recommended to consider including a crime insurance requirement on any contract when the vendor is handling money, securities, other valuable property, or has access to computer networks or computer data.  To provide coverage for the State the crime policy must be endorsed to cover “Third Part Fidelity.”   Third party fidelity covers the Contractor’s employees when engaged in work for a client.  Additionally, to ensure payment to the State, the State of Maryland and the Department should be added as a “Loss payee.”)
3.4.5
Within five (5) Business Days of recommendation for Contract award, and before any work begins, the Contractor shall provide the Procurement Officer with current certificates of insurance, and shall update such certificates periodically, but no less than annually in multi-year contracts, as directed by the Contract Monitor.  Such copy of the Contractor’s current certificate of insurance shall contain at minimum the following:
a.
Workers’ Compensation – The Contractor shall maintain such insurance as necessary and/or as required under Workers’ Compensation Acts, the Longshore and Harbor Workers’ Compensation Act, and the Federal Employers’ Liability Act.

b.
Commercial General Liability as required in Section 3.4.1.

c.
Errors and Omissions/Professional Liability as required in Section 3.4.2.

d.
Automobile and/or Commercial Truck Insurance as required in Section 3.4.3.

e.
Crime Insurance as required in Section 3.4.4.

3.4.6
The “State of Maryland, its officers, employees and agents” shall be listed as an additional insured on any Commercial General Liability, Auto Liability, Professional/Cyber Liability, and excess liability or umbrella policies with the exception of Worker’s Compensation Insurance, which is currently handled by the Chesapeake Employer’s Insurance Company (formerly Injured Worker’s Insurance Fund).  All insurance policies shall be endorsed to include a clause that requires that the insurance carrier provide the Contract Monitor, by certified mail, not less than 30 days’ advance notice of any non-renewal, cancellation, or expiration.  In the event the Contract Monitor receives a notice of non-renewal, the Contractor shall provide the Contract Monitor with an insurance policy from another carrier at least 15 days prior to the expiration of the insurance policy then in effect.  All insurance policies shall be with a company licensed by the State to do business and to provide such policies.

3.4.7
The Contractor shall require that any subcontractors providing primary services (as opposed to non-critical, ancillary services) under this Contract obtain and maintain the same levels of insurance and shall provide the Contract Monitor with the same documentation as is required of the Contractor.

3.5
Problem Escalation Procedure

3.5.1  
The Contractor must provide and maintain a Problem Escalation Procedure (PEP) for both routine and emergency situations. The PEP must state how the Contractor will address problem situations as they occur during the performance of the Contract, especially problems that are not resolved to the satisfaction of the State within appropriate timeframes.  

The Contractor shall provide contact information to the Contract Monitor, as well as to other State personnel, as directed should the Contract Monitor not be available.

3.5.2 
The Contractor must provide the PEP no later than ten (10) Business Days after Contract Commencement.  The PEP, including any revisions thereto, must also be provided within ten (10) Business Days after the start of each Contract year and within ten (10) Business Days after any change in circumstance which changes the PEP.  The PEP shall detail how problems with work under the Contract will be escalated in order to resolve any issues in a timely manner.  The PEP shall include:

· The process for establishing the existence of a problem;

· Names, titles, and contact information for progressively higher levels of personnel in the Contractor’s organization who would become involved in resolving a problem;

· For each individual listed in the Contractor’s PEP, the maximum amount of time a problem will remain unresolved  with that individual before the problem escalates to the next contact person listed in the Contractor’s PEP;

· Expedited escalation procedures and any circumstances that would trigger expedited escalation procedures;

· The method of providing feedback on resolution progress, including the frequency of feedback to be provided to the State;

· Contact information for persons responsible for resolving issues after normal business hours (e.g., evenings, weekends, holidays, etc.) and on an emergency basis; and

· A process for updating and notifying the Contract Monitor of any changes to the PEP.

Nothing in this section shall be construed to limit any rights of the Contract Monitor or the State which may be allowed by the Contract or applicable law.

3.6
Invoicing

3.6.1
General
(a)
All invoices for services shall be signed by the Contractor and submitted to the Contract Monitor.  All invoices shall include the following information:  

· Contractor name and address;

· Remittance address;

· Federal taxpayer identification number (or if sole proprietorship, the individual’s social security number);

· Invoice period (i.e. time period during which services covered by invoice were performed);

· Invoice date;

· Invoice number;

· State assigned Contract number;

· State assigned (Blanket) Purchase Order number(s);

· Goods or services provided; and

· Amount due.

Invoices submitted without the required information cannot be processed for payment until the Contractor provides the required information.

(b)
The Department reserves the right to reduce or withhold Contract payment in the event the Contractor does not provide the Department with all required deliverables within the time frame specified in the Contract or in the event that the Contractor otherwise materially breaches the terms and conditions of the Contract until such time as the Contractor brings itself into full compliance with the Contract.  Also see the “Living Wage” provision of the Contract, if applicable, which allows for withholding of payment under certain circumstances.  Any action on the part of the Department, or dispute of action by the Contractor, shall be in accordance with the provisions of Md. Code Ann., State Finance and Procurement Article §§ 15-215 through 15-223 and with COMAR 21.10.02.

3.6.2
Invoice Submission Schedule
The Contractor shall submit invoices in accordance with the following schedule:
(Enter the Contractor’s invoice submission schedule here; this can be a table with dates for required deliverables, or a more simple statement such as “Invoices are due by the 15th of the month following the month in which services were performed.”  The invoice submission schedule will depend on the type of contract, e.g., fixed price, indefinite quantity, etc. and service delivery.  Invoices and resulting payment should generally be based on performance for services/goods provided.) 

3.7
MBE Reports

If these Specifications include an MBE Goal, the Contractor and its MBE subcontractors shall provide the following MBE Monthly Reports based upon the commitment to the goal:

(a)
Attachment D-4A, the MBE Participation Prime Contractor Paid/Unpaid MBE Invoice Report by the 10th of the month following the reporting period to the Contract Monitor and the MBE Liaison Officer.

(b)
Attachment D-4B (if applicable), the MBE Prime Contractor Report by the 10th of the month following the reporting period to the Contract Monitor and the MBE Liaison Officer.

(c)
Attachment D-5, the MBE Participation Subcontractor Paid/Unpaid MBE Invoice Report by the 10th of the month following the reporting period to the Contract Monitor and the MBE Liaison Officer.

3.8
VSBE Reports

If these Specifications include a VSBE Goal, the Contractor and its VSBE subcontractors shall provide the following VSBE Monthly Reports based upon the commitment to the goal:

(a)
Attachment M-3, the VSBE Participation Prime Contractor Paid/Unpaid VSBE Invoice Report by the 10th of the month following the reporting period to the Contract Monitor and the VSBE Liaison Officer.

(b)
Attachment M-4, the VSBE Participation Subcontractor Paid/Unpaid VSBE Invoice Report by the 10th of the month following the reporting period to the Contract Monitor and the VSBE Liaison Officer.

3.9
SOC 2 Type 2 Audit Report

(If you determine that a Contractor SOC 2 Type 2 Report is not required for this Contract, enter only the following sentence for this section and delete the rest)

A SOC 2 Type 2 Report is not a Contractor requirement for this Contract.

(Include the following SOC 2 Type 2 Report clause when the Contractor will collect, process, transmit, store, organize, maintain, or dispose of critical or sensitive information on behalf of the Department as part of its Contract responsibilities.  Examples of critical or sensitive information processes may include but are not limited to the following)

· Account Receivable or Fee Payment Processing Services

· Call Center or Help Desk Services

· Collection Agency Services

· Information System Hosting or System Services

· Management or Cloud Computing Services

· Medical or Insurance Claims Processing Services

· Payroll Processing Services

· Printing and Mailing Processing Services

· Records Retention Services

This section applies to the Contractor and any relevant subcontractor who provides services for the Department’s identified critical functions, handles Sensitive Data [see RFP Section 3.3.3(c)], and/or hosts any related implemented system for the State under the Contract.  For purposes of this section, “relevant subcontractor” includes any subcontractor that assists the Contractor in the critical functions of the Contract, handles Sensitive Data, and/or assists with any related implemented system, excluding subcontractors that provide secondary services that are not pertinent to assisting the Contractor in the critical functions of the Contract, handling Sensitive Data, and/or assisting with any related implemented system.

The Contractor shall have an annual audit performed, by an independent audit firm of the Contractor’s choosing, of the Contractor’s and any relevant subcontractor’s handling of Sensitive Data and the Department’s critical functions, which are identified as (Department to identify specific “critical functions” of the Contract; see examples above), and shall address all areas relating to Information Technology security and operational processes (see RFP Section 3.3.3.).  These services provided by the Contractor and any relevant subcontractor that shall be covered by the audit will collectively be referred to as the “Information Functions and/or Processes.”  Such audits shall be performed in accordance with audit guidance: Reporting on Controls at a Service Organization Relevant to Security, Availability, Processing Integrity, Confidentiality, or Privacy (SOC 2) as published by the American Institute of Certified Public Accountants (AICPA) and as updated from time to time, or according to the most current audit guidance promulgated by the AICPA or similarly-recognized professional organization, as agreed to by the Department, to assess the security of outsourced client functions or data (collectively, the “Guidance”) as follows:  

3.9.1 The type of audit to be performed in accordance with the Guidance is a SOC 2 Type 2 Audit (referred to as the “SOC 2 Audit” or “SOC 2 Report”).  The initial SOC 2 Audit shall be scheduled and completed within a timeframe to be specified by the Contract Monitor.  All subsequent SOC 2 Audits that are arranged after this initial audit shall be performed on annual basis and submitted to the Contract Monitor by (Department to specify the reoccurring annual date – ex. “March 1”) for the preceding calendar year.  
3.9.2 The SOC 2 Audit shall report on the Contractor’s and any relevant subcontractor’s system(s) and the suitability of the design and operating effectiveness of controls of the Information Functions and/or Processes to meet the requirements of the Contract, including the Security Requirements identified in Section 3.3, relevant to the following trust principles: (Processing Integrity, Security, Availability, Confidentiality, and/or Privacy – Department to choose which of the five trust principles apply) as defined in the aforementioned Guidance.  (Consult with your AAG, Chief Information Officer, or a director of internal audits to determine which trust principles are applicable for your Contract.  Rarely will a SOC 2 Audit require that all five trust principles be included in the Audit scope.  However, if the Specifications require that a Non-Disclosure Agreement (Attachment J) be submitted by the Contractor, then the trust service principle “Confidentiality” should be strongly considered as one of the trust principles selected for the SOC 2 Audit, as the Contractor’s controls over State data determined to be confidential must be assessed as part of the Audit.)
3.9.3 The audit scope of each year’s SOC 2 Report may need to be adjusted (including the inclusion or omission of the relevant trust services principles of Security, Availability, Confidentiality, Processing Integrity, and/or Privacy) to accommodate any changes to the Contractor’s and any relevant subcontractor’s environment since the previous SOC 2 Report.  Such changes may include but are not limited to the addition of Information Functions and/or Processes through modifications to the Contract, or due to changes in information technology or operational infrastructure implemented by the Contractor and/or subcontractor.  The Contractor and any relevant subcontractor shall ensure that the audit scope of each year’s SOC 2 Report engagement shall accommodate these changes by including in the SOC 2 Report all appropriate controls related to the current environment supporting the Information Functions and/or Processes, including those controls required by the Contract.
3.9.4 The scope of the SOC 2 Report shall include work performed by any subcontractors that provide essential support to the Contractor for the Information Functions and/or Processes for the services provided to the Department under the Contract.  The Contractor shall ensure the audit includes all subcontractors operating in performance of the Contract.
3.9.5 All SOC 2 Audits, including those of the Contractor and any relevant subcontractor, shall be performed at no additional expense to the Department.

3.9.6 The Contractor and all relevant subcontractors shall promptly provide a complete copy of the final SOC 2 Report(s) to the Contract Monitor upon completion of each SOC 2 Audit engagement. 
3.9.7 The Contractor shall provide to the Contract Monitor, within 30 calendar days of the issuance of each SOC 2 Report, a documented corrective action plan which addresses each audit finding or exception contained in a SOC 2 Report.  The corrective action plan shall identify in detail the remedial action to be taken by the Contractor and/or subcontractor(s) along with the date(s) when each remedial action is to be implemented. 
3.9.8 If the Contractor, including any relevant subcontract, currently has an annual information security assessment performed that includes the operations, systems, and repositories of the Information Functions and/or Processes being provided to the Department under the Contract, and if that assessment generally conforms to the content and objective of the Guidance, the Department will determine in consultation with appropriate State government technology and audit authorities whether the Contractor’s and any relevant subcontractor’s current information security assessments are acceptable in lieu of the SOC 2 Report(s).

3.9.9 If the Contractor and any relevant subcontractor fails during the Contract term to obtain an annual SOC 2 Report by the date specified in RFP Section 3.9.1, the Department shall have the right to retain an independent audit firm to perform an audit engagement of a SOC 2 Report of the Information Functions and/or Processes utilized or provided by the Contractor and any relevant subcontractor under the Contract.  The Contractor and any relevant subcontractor agrees to allow the independent audit firm to access its facility/ies for purposes of conducting this audit engagement(s), and will provide the necessary support and cooperation to the independent audit firm that is required to perform the audit engagement of the SOC 2 Report .  The Department will invoice the Contractor for the expense of the SOC 2 Report(s), or deduct the cost from future payments to the Contractor.  

3.10
Liquidated Damages

(A Liquidated Damages section is optional and a determination to include Liquidated Damages, how they should be calculated and to what they should apply should be made in consultation with your agency’s AAG pursuant to COMAR 21.07.01.14.  If your Specifications do not include Liquidated Damages for the Scope of Work, then this subsection should be deleted and any subsequent Section 3 subsections renumbered accordingly.)  
3.11
End of Contract Transition

(This section is designed for Contracts where services are anticipated to continue via a subsequent contract award, and to help ensure a successful transition between the contracts.  If you do not anticipate the need for services to continue in the future, beyond the term of this Contract, or if contract transition is adequately addressed elsewhere, then this End of Contract Transition section may be deleted).
The Contractor shall cooperate in the orderly transition of services from the Contract awarded under these Specifications to any subsequent contract for similar services.  The transition period shall begin ninety (90) days (or a different amount of days, at the Department’s discretion) before the Contract end date, or the end date of any final exercised option or contract extension.  The Contractor shall work toward a prompt and timely transition, proceeding in accordance with the directions of the Contract Monitor.  The Contract Monitor may provide the Contractor with additional instructions to meet specific transition requirements prior to the end of Contract.
(End of Scope of Work)
ATTACHMENTS

For purposes of construing the following Attachments and forms, “Bid/Proposal” shall refer to the Contractor’s Proposal, and “Bidder/Offeror” refers to the Contractor unless the context otherwise requires.  Any attachment that is stated to be required “within ‘x’ days of notification of Contract award” shall be submitted by the Contractor as part of its Contract Package for Sole Source or Emergency Contracts. All attachments are updated from the DGS Office of State Procurement website. 
ATTACHMENT C - BID/PROPOSAL AFFIDAVIT
ATTACHMENT D - MINORITY BUSINESS ENTERPRISE (MBE) FORMS
ATTACHMENT E – VETERAN-OWNED BUSINESS ENTERPRISE (VSBE)
ATTACHEMENT F – LIVING WAGE AFFIDAVIT
ATTACHMENT G – FEDERAL FUNDS ATTACHMENT
ATTACHMENT H – CONFLICT OF INTEREST AFFIDAVIT
ATTACHMENT I – NON-DISCLOSURE AGREEMENT (CONTRACTOR)
ATTACHEMENT J – HIPAA BUSINESS ASSOCIATE AGREEMENT
ATTACHMENT K – MERCURY AFFIDAVIT
ATTACHMENT L – PERFORMANCE OF SERVICES DISCLOSURE
ATTACHMENT M - CONTRACT
ATTACHMENT N – CONTRACT AFFIDAVIT
ATTACHMENT O – DHS HIRING AGREEMENT
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