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% CRS POC Responsibilities

* Manage user activation and CRS report permissions for your Panel
« Deactivate users as appropriate

* Respond to CRISP audit requests as appropriate

* Recertify users every 90 days per CRISP security requirement




&% Why LogOnce?

« Existing CRS Credentialing
« Email-based approvals with back-and-forth between CRISP, users & POCs
« Users experience access delays
e Security concerns

* Why LogOnce?
« Streamlines and decentralizes the credentialing process
« POCs have more control over users
e Shortens turnaround time for report access
e Enhanced security



CRS Portal Login Page - https://reports.crisphealth.org
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Welcome to the New CRISP Reporting Services (CRS) Log in Page!
We are excited to work with our partner hMetrix to bring you this streamlined
experience, and we are ready to help if you have any issues. if you have any

issues that are not resolved by the "Reset your password?" link below, our R
Customer Care Team is standing by at suppori@crisphealth.org and 877-852-
R N
Cordially
The CRISP Reporting Services and Customer Care Teams
py SERLI/ - HEVAT S~ -~ PRI St e S J— — 3
oy 4
- Log in to CRISP Reporting Services (CRS) Portal
| |
- |
———1
e ‘: [ Ema
y : |
v $ Reset your password?
P R, Py Warning: CRISP policy prohibits username and password sharing.
’ } . v 1L Violation coulgd result in account termination.
. 4 .
’ - -_ 4 ' Questions or Concerns? Please contact the CRISE Customer Care Team
iy O 2 at support@crisphealth.org or 877-952-7477.

© hMetrix powered by hMetrix



https://reports.crisphealth.org/

% CRISP Credentialing = LogOnce

% CRISP Cllck the wren Ch and Connecting Providers with Technology to Improve Patient Care
CRISP REPORTING SERVICES Span ner |C0n to VieW a Download HSCRC Regulatory Reports & Help < Report Updates & Kaeding, Grace | (# Logout

full list of cards available | o <
Your Dashboard X to you @ Favorites

@ CRISP Credentialing

ﬂ : | D’
| @ Administration Reports

MEDICARE

Medicare Population HSCRC Regulatory Reports

Favorited Reports
will appear here
when you login.

MDPCP Reports Administration Reports Public Health

@ The card titled ‘ Administration Reports’
will take you to the Report Finder Page.
‘CRISP Credentialing’ will appear, which
IS the access point for the LogOnce
credentialing system.

Introduction Favorites




% POC User Management Tools in LogOnce

<& CRIS

CRISP REFORTING SERVICES

All-Payer Population

il
i ‘ Medicare Population

A
ﬂ B  HSCRC Regulatory Reports

‘.iﬁ}__l_;i!_| MDPCP Reports

Administration Reports

':"_ m ) Public Health

Introduction

Connecting Providers with Technology ic Improve Patient Care

Download HSCRC Regulatory Reports = Help < Report Updates & Kaeding, Grace (# Logout

Populations & Programs 4
Reports %X

@ CRISP Credentialing

9

arch Reports. Q x I

CRISP Credentialing will appear in
the second tier of reports. Click the
Application Links icon to launch the
LogOnce Application.

Click on a report to display more details

Click the heart icon to favorite a
report. A red heart means the report
has been favorited.




% Accessing a Panel

Click on the name of your Panel on the left side-bar.

CRISP Credentialing

&+ Add User Edit Use & Assign User Reset Password Deactivate Use & Export Users L Upload User
User Mame First Name Lazt Mame Email Active EUA Submi... Photo ID 5... Update Date Izer Class Primary Account Ma...
keghill @umbc.edu # Kevin Test kephill @umbc.edu Yes No No 05/11/2018 Hospital POC b}



% Creating a User

| —
Search (oY  Test Organization - User Management

é Ezport Users 5 Upload User

& Aszign User

First Name Last Mame Email Active EUA Submi... Photo 1D 5... Update Date Uzer Clazs Primary Account Na...

cedut Havin Test kephil1@umbc.edu ez Mo Mo 05/11/20128 Hospital POC D

.
Create a user by clicking

the 'Add User' button. Usercass: O End User

Enter the information in Email User ID:
the popup box to create First Name: Phone:
the user. The email

address entered will
become the username.

Last Name:




% Assigning User Permissions

Jzer Class: IE} Enc Us=er

Email kephill+testl@umbc.edu
First Mame: =

Last Mame: testE

Jde=r D

Snone:

kephill+testl@umbc.edu

— Applications & User Attributes

Cazemix Reports Medicare CCLF

Attribute:  ussrgroup -
Mame

(0 PanelD_PaneliNonPHI

(0 PanellD_PanelPH

O Test Lser

Description
User can socess prefpost analytic report.
lser can sccess panel for practices report

Access o Test User reports

Nete:Changes done fo below grid are soved autcmarically.

Once a User is
created, a POC
will be able to
assign report
permissions to a
user.
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% Granularity of Reporting Roles

» Reporting Roles is broken up by type and
by PHI or non-PHI

* Types:

Panel Reports
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% Granularity of Reporting Roles — All Payer Reports

Panels for
Practices

All-Payer Reports

Description

Panels for Practices enables users with an ENS panel, and specifically
Ambulatory Providers, to monitor the utilization and cost of their
patients.

Credentialing Application Role

PanellD PanslPHI

PrefPost
Analysis

Pre/Post is used to monitor care management programs. It compares
utilization and charges for a given panel of patients before and after
enrollment in a program.

PanellD PanelMonPHI
PanellD PanelPHI
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% CRS Credentialing Workflow

End User requests

access to CRS reports
by contacting CRS
POC

CRS POC creates user
and assigns
permissions in
LogOnce

Granting Users PHI access (panel for practices) will
require an additional step by our support staff. Once a
POC assigns a usera PHI role by checking off a PHI
level access, our support staff will receive an alert to
follow up with the user to collect a signed End User
agreementand photo ID. Once received the support
team will active the user, who will then receive an
email from “CRISP LogOnce Support” with a link to
log in to the CRS Portal .

yd

Users with Summary-
level permissions only
may access CRS
immediately

End user receives
email with username
and temporary
password

CRISP CCT sends

Users with a PHI -level

CRISP CCT activates

End User submits

email request to PHI
user for Photo ID +
End User Agreement

permission must
submit Photo ID + End
User Agreement

the PHI user and
informs use that they
may now access CRS

Photo ID + End User
Agreement to CRISP

13




% Assigning User Permissions

I

*¥  Test Organization - User Management

% Add Use Edit User & Assign Use £ Reset Password & ExportUsers L Upload User
E:: - m :a: m iﬂ:l L Active EUA Submi... | PhotoID 5 o Primary Account Na... .9
@ utr Tes Bumb ital POC D

To assign additional role once a user
has been created, Double click on the
user that you just created in the grid to
edit the user’s permissions.
14



Under ‘Applications
& User Attributes’
choose Attribute =
usergroup. Next,
select report
permissions for the
user. Tabs separate the
groups of permissions
by data source.

Click Save.

% Assigning User Permissions

Jzar Clazs: E} End User

Emiail kephil1+test1@umbc.edu User ID: kephill+test1@umbc.edu
Firzt Mame: Key Fhone:

Last Mame: P

— Applications & User Attributes

Cazemix Reports Medicare CCLF

Attribute:  usergroup - Note:Changes done to below grid gre sgved gutomaticall)y.
Mame Description

' Pan= 1D _PanelMonPH Jser can 3CC25E ore/post Ens o report.

M Pane 1T _PanelPH lUser can sccess panel for practices report

O Test_lzer Access to Test User reporis

=
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% Assigning User Permissions to Multiple Hospitals/Panels

s

[T

B 8 8 8

0 8 88 8 8 B B8 B8 B8 8 8 B8 BB B8 B8 B8 B 8

CRISP Credentialing

B unilization Reports

(W MedStar Harbor Hospital - User Management

kephill @umbc.edu % Kevin Phillip kephill@umbc.edu

If you are POC for more than one hospital facility or
panel organization, you may assign an existing user
to a second hospital using the Assign User button.

To assign a user to a second hospital, click the
Assign User button. Enter the user ID (the email of
the user) and click ‘Assign.” You must be the POC
for both organization take this action. If you are not
POC for both organizations, you will get an error
message.

]

Kevin Phillip

ICANCANCANCRNG)

*Pro Tip - users who are
assigned across multiple
hospitals will be noted
with a star symbol after
their username.

3535,.1;6 -5of5




% Password Resets

There are 2 options for password resets:

« User may reset password on CRS Portal login screen at
https://reports.crisphealth.org

 POC may reset password within LogOnce

17
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% Password Resets — via LogOnce

*¥  Test Organization - User Management

r & ExportUsers L Upload User
First Name =t Mame jmaill' R i\::iue E\:l AAAAA i i:o:olD 5. ::?:::ag:e :j::zjss Primary Account Na... .EJ
kephil1@umbc.edu Yes Mo Mo 05/11/2018 Hospital POC b ]
To reset a user’s password,
select the user and click
the reset password button.
The user will receive an
email to reset their
password.
18



% Password Resets — via https://reports.crisphealth.org

v 1K 4
Welcome to the New CRISP Reporting Services (CRS) Log in Page!
We are excited to work with our partner hMetrix to bring you this strezmlined
experience, and we are rezdy to help if you have issues. If you have any
issues that are not resofved by the "Reset your psssword?” link below, our
Customer Care Tesm is standing by &t support@crisphealth.org and 877-952-

F477

Cordiail
Cordially
The CRISP Reporting Services and Customer Care Teams
> " » .
- -— 2l - - - — —a —— - - -

)

Log in to CRISP Reporting Services (CRS) Portal %
|

(
Reset your password?

{
i Warning: CRISP policy prehibits username and password shanifg:
Violation could result in account termination.

Reset Password? x

Enter the email address associated with your account and we will send you 3
limk T reset your passwors

kevin.phillip@mandand. gov

A user can reset their
password on
reports.crisphealth.org by
clicking the reset
password button. The user

Questions or Concerns? Plezse cortact the CRISP Customer Care Team
aca

st support@crisphesith.org or 877-952-7477

& AMetrix powered oy hMetrix

— will receive a popup to
send a link to the emalil
address associated with
their account.

I 19
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% Password Resets — via https://reports.crisphealth.org

Password Reset Request inbox x

A ser vl eceive

The e-mail contsins the instructions for resetting your passwaord. If Conflrmation that an emall
you don't receue this e-mail. pleose check your unk mai folcer o has been sent. The email

provides a link for the user
S to reset their password and
an URL to that page.

n |
[

CRISP LogOnce Support <donotreply@hmetrix com= 10:29 AM (0 minutes ago) - -
to me (=

Dear kevin Phillip,

To reset your password, please click here. If it is not clickahle, please copy and paste the URL given below into vour browser's address bar. This link is valid for the next 24 hours.

http:/icrisplogoncedemot . hmetrix. com: S0/ accountreset-password/38/378516ccd4bed718abcB 17803 1c2h 160

Thank You,
CRISF Reporting Services

Thiz is a system-generated e-mail. Please do not respond to this e-mail address.

20
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% Locked Out Users

-
e - ° ]

ESEY <t orzerization - ser Management

B oot Oroanicasinn
() Test Organizatio & Add User & Assign User

=
m
=+

User Mame First Name Last Mame Email Active EUA Submi... Photo ID 5... Update Date Uzer Clazs Primary Account Na

sphill@umbec.edu W Hevin Test kephil1@umbc.edu ez Mo Mo 05/11/20128 Hospital POC D

All Users accounts that
have had no activity or
accountloginsin 90

consecutive days will be You can confirm the user Is
locked outdueto locked out through the User
inactivity. This counter Provisioning Log by clicking

resets for each user every

: the clock symbol on the right
login.

side of the user row. Please
contact
support@crisphealth.org to
have our staff unlock these
accounts.

21
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% User Provisioning Log

D User History

Actdon

User deactivated from Med5tar Good Samaritan Hospital 01/22/2078 05:.58 AM
User activated in MedStar Good Samantan Hospital on 0172272018 09:48 AM
User deactivated from MedStar Good Samaritan Hospital 01/22/2078 0547 AM
User activated in MedStar Good Semarntan Hospital on 01/18/2018 04:06 PM
User deactivated from Med5tar Good Semaritan Hospital 01/18/2018 04:06 PM
User assigned to MedStar Good Sameantan Hospital on 01/17/2018 11:51 AM
Password updated on 01/16/2018 12:17 PM

User assigned to MedStar Harbor Hospital on 01/16/2018 11:38 AM

FPzge 1 of 1 s

Updated By
Kevin Phillip
Kevin Phillip
Kevin Phillip
Kevin Phillip
Kevin Phillip
Kevin Phillip
Kevin Phillip

Kewvin Phillip

Updated Cn
01/22/2018
01/22/2018
01/22/2018
01/18/2018
0118/2018
0117/2018
0116/2018

01116/2018

Displaying 1 -8 of 8




% Deactivating a User

Test Organization - User Management

2 Reset Password

Firsz Mame =t Mame Email Active EUA Submi... Photo 1D 5... Update Date User Class Primary Account Na...

kephill+test1@umbc.edu ez ez ez 05/11/2018 End User 9

To deactivate a user, select the user and
click the ‘Deactivate User’ button. A
‘Confirm’ box will popup asking for
confirmation of deactivation.

Do you want to deactivste this user?

Deactivate from this hospital

23




% Bulk Uploading Users

@ CRISP Credentialing B UtiizationReports [P UTAEIN

To bulk upload users to a
hospital, click the 'Upload
User' button. Next, download
the template and complete
required data into the
template. Save the file on your

local computer (do not change

the column headings and file

extension). Then, upload your
completed template using the
'‘Browse' button and click
'Save'.

24




% Recertify Users

Click on the “Recertify Users” tab at the top of the page

B UtlizationReports  §§ CompanyUserManagement € RecertifyUsers  [ESYReagie Kevin Phillip

Test Organization - User Management

& AddUser  Editlse & Assign User & Bportlsers & Upload User
Uzer Name First Name Last Mame Email Artive EUASubmi.. | PhotoID5.. | Update Date lzer Clasz Primary Account Na...
kephill +est] Bumbcedu Hzy g5l kephil! +test] Bumbc.edu Yeg ez Yee 05112018 End User ',7_]
kephill @umbcedu # Kavin Test kephill @umbc.edu feg No No 05/11/2018 Hospital POC ',-JJ

As part of CRISP’s Security Process, POCs are required to review
their list of active users of CRISP Reporting Services (CRS) every
90 Days and recertify that their users should still have access. This
IS an opportunity to deactivate users who should no longer have
accessto reports (e.g. due to termination of employment, etc).

25




% Recertify Users

*llzzrz nead o oe recertifed every B0 days. [fthase users zre notrecertified by OR/22/207 B they will lose scoess tothe RS Portzl Recertify Selected

(I [ I I I N T R

User ID
kaphill @umbc.adu

kevin_philip@mardand gov

kavin phillip@crisphealth.ors

kevin_phillip@crisphealth.org

kevin.philip@marydand gov
kevin.philip@mardand. gov
kevin.philip@marydand gov

kevin.philip@mardand. gov

FirstName | Last Name
Kavin Test

Kevin BrilTes:
Havin Fhillip
Kevin Fhillip
Kavin BrilTest
Kavin BrilTest
Kavin BrilTest
Kavin BrilTest

Organization
Test Organization
Care for Your Health Inc

Crisp Admin

HECRC Organization
University of Maryland Shock Trauma
Cornerstone Montgomery

Crisp Admin

This tab shows you all active users for all Organizations you
need to review. Note: if a user is connected to multiple
organizations, the user may show up on your list multiple

times.

User Class
e 'y
Hospital POC
Hospital POC
End User
Compary Administrator
Hospital BFOC
Hospital POC

Hospital BFOC

End Usar

26




% Recertify Users

Recertify Users

*\Jzers nead to oe recertifed every 80 days. [ these users are not recertifisd by 05/22/207 2 they will loze sccess tothe CRE Ports|
¥ ¥ ¥ )
1 IJser |n} FirstName | Last Mame Organization User Class

W  kephill @umbc.edu Kavin Test Test Organization Hospital POC

4 kevin.philip@mardand gov Hevin BhilTest Care for Your Health Inc Hospital POC

4 kevin_phillip@crisphealth.org Hevin Phillip Crizsp Admin End Usar

M kedin phillip@crisphealth.org Kevin Phillip Company Administrator
4 kevin.phillip@marydand. gov Kavin BnilTest HSCRC Organization Hospital POC

4 kevin.philip@mardand gov Hevin BhilTest University of Maryland Shock Trauma Hospital POC

4 kevin_phillip@mandand gov Hevin EhilTest Cornerstone Montgomery Hospital POC

SelectAll, or a subset of your users
to recertify (non-recertified users will
lose access unless you take further
action)

27




% Recertify Users

Recertify Users

*Jzers nesd w0 o2 recertifed svery 80 days. (Tthese users sre notrecertifisd by 05220207 8 they will loss scoess wothe CRE Ports
W UseriD First Mame | Last Name Organization Uzer Class
¥  kephill @umbcedu Kevin Test Test Oreanization Hospital POC *
W kein philip@maryland gov Kavin SnilTest Care for Your Health Inc Hospital POC
M kevin phillip@crisphealth.org Keavin Phillip Crisp Admin End Usar
M kevin phillip@crisphealth.org Kevin Phillip Compg Administrator
™~ kevin.philip@marydand.gov Kevin PhilTest HSCRC Organization ospital POC
4 kevin.phillip@marydand. gov Kavin BnilTest University of Manyland Shock Trauma Hospital POC
4 kevin.philip@mardand gov Hevin BhilTest Cornerstone Montgomery Hospital POC

Click “Recertify Selected” in the
upper-right corner

28




% Changing a User’s Emall

« POCs and users cannot change their email address in the LogOnce
system.

« |faPOC or user needs to change an email address in their LogOnce
account, the user must be deactivated and a new user with the new
emall address must be created within the LogOnce system



% CRISP Support Contact

Contact for LogOnce Questions
e support@crisphealth.org

 1-877-952-7477
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