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Thank you for the opportunity to testify today about Maryland Health Connection, the
website and IT system of the Maryland Health Benefit Exchange.
As the chair of the board of the Maryland Health Benefit Exchange, and as Secretary of
the Department of Health and Mental Hygiene, I take responsibility for the disappointing launch.
I apologize to the many Marylanders who have struggled with the website and the call center,
and I regret the anxiety experienced by individuals and families who are seeking health insurance
and have been frustrated in their efforts to obtain it.
To date, about 170,000 Marylanders have received or are on track to receive health
coverage under the Affordable Care Act’s 2014 coverage expansion, and this number is growing
by the thousands each week. More than 91,000 of these individuals were automatically enrolled
in Medicaid through their participation in the Primary Adult Care program—participation we
encouraged through an extensive outreach campaign this year. We are more than halfway
towards the goal of 260,000 individuals covered by the end of open enrollment on March 31.
As I will discuss in a few minutes, we are taking steps to assist people who have been
frustrated by the website in their attempts to gain insurance. And we will continue to work night
and day to make sure that the promise of the Affordable Care Act is available to all Marylanders.
Toll Free 1-877-4MD-DHMH – TTY/Maryland Relay Service 1-800-735-2258
Web Site: www.dhmh.maryland.gov

In this testimony, I will (1) provide an overview of the IT system, (2) discuss what went
wrong in the lead-up to October 1, (3) explain what has happened since October 1, and (4)
describe our plans moving forward.
Overview of the IT system
The Affordable Care Act made a number of important reforms. It changed health
insurance rules so that insurance companies will no longer be able to deny coverage to someone
because of a preexisting condition, and so that insurance companies cannot drop someone if she
gets sick.
The law also seeks to increase the number of Americans with health coverage. It does this
in two principal ways: (1) it expands Medicaid coverage for more citizens, and (2) it provides
advance premium tax credits and other assistance to make private insurance more affordable for
low- and moderate-income individuals and families.
In Maryland, we built the Maryland Health Connection website in order to make both of
these steps possible. In addition to allowing Marylanders to shop for health insurance plans, the
website is also used to determine whether Marylanders are eligible either to enroll in Medicaid,
or to receive financial assistance to purchase private care.
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Figure 1: Overview of Maryland Health Benefit Exchange
The IT system is not able to make these eligibility determinations on its own. It must
interact with a federal information database—called the “federal data hub”—for verifications,
and with the Maryland Medicaid Information System for Medicaid enrollment. The website is
interconnected with other IT systems as well. It interacts with insurance carriers for plan details,
financial management, and coverage; and with consumer assistance organizations to provide
access to the call center and others (Figure 1).
This adds up to a complex architecture – which had never been built before anywhere.
(Figure 2) Given this complexity, we always regarded the IT build as the most challenging aspect
of exchange development.
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Figure 2: Overview of Technical Architecture
What Went Wrong
The companies we hired to build our IT system failed to deliver the system promised on
October 1. The most significant problems included:
serious software defects, including with the Curam eligibility software. (Maryland has
experienced issues similar to Minnesota, which is using the same product);
poorly configured hardware, which crashed on October 1; and
major challenges with integrating different software products.
Understanding what went wrong requires answering several key questions, including:
Why did the Maryland Health Benefit Exchange procure this system from these vendors?
How did the state respond to early warning signs?
What happened down the home stretch this summer?
Why did we launch on October 1?
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My answers to these questions are based in part upon my own recollection and in part
based upon my review of the attached documents.
Why did the Maryland Health Benefit Exchange
procure this system from these vendors?
Soon after its formation, the Maryland Health Benefit Exchange adopted procurement
policies with support of the Office of the Attorney General. These policies provide for a rigorous,
competitive process for major procurements.
Consistent with this policy, the selection process for the IT vendor began in the fall of
2011 and took several months. The procurement review committee included six people: two
from the Department of Health and Mental Hygiene (DHMH), including our Chief Information
Officer (CIO); two from the Department of Human Resources (DHR), including the CIO, one from
the Department of Information Technology (DoiIT), and the CIO of the Maryland Health Benefit
Exchange.
The selection process considered a number of categories of factors, including
understanding of the technical challenge, quality of staff and past performance (including
reference checks), and meeting system requirements. Each proposal was reviewed
independently by evaluation team members, and proposals were then qualitatively rated
collectively in 6 full-day and 6 half-day sessions across all evaluation categories.
Based on this review, the team unanimously recommended the Noridian bid, finding that
it had put forward the strongest technical proposal and a competitive price proposal. I have
attached as Appendix 1 the presentation that was provided to the Board at the time of the bid’s
selection.
Of particular note:
•

We gave points in the procurement process to vendors that proposed COTS or
“commercial off the shelf” software that could be modified for the purpose of the new
system. This approach was based on the judgment that COTS software would be better
able to meet our need and the aggressive federal deadline. Noridian’s COTS software
approach included IBM-Curam software for eligibility and Connecture for plan selection.

•

Noridian was recognized as a relatively small company with a successful track record
working with Medicare and CMS. Our confidence in Noridian was enhanced because IBM
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was a significant partner to Noridian – providing both software (through its subsidiary,
Curam) and hardware.
After the procurement was complete, the initial development phase began. To gain an
independent perspective on the project, the Maryland Health Benefit Exchange hired the firm
BerryDunn to serve as the vendor for independent verification and validation. This is a role in
which a company provides internal oversight to identify weaknesses. The IT team provided full
access to BerryDunn to meetings and documents, there were regular meetings with technical
staff, and there were monthly meetings with senior staff from the Maryland Health Benefit
Exchange, senior staff from the Department of Health and Mental Hygiene, senior staff from the
Department of Human Resources, and the Chief Innovation Officer. I participated in these
meetings. The executive summaries of the BerryDunn reports through the launch are attached as
Appendix 2.
As BerryDunn was brought on board, the project was proceeding through a number of
CMS reviews, including conditional certification from CMS in December 2012.
How did the state respond to early warning signs?
In February 2013, BerryDunn identified areas where the project needed to improve,
including gaps in project management and planning. This report led to a restructuring of the
project, including installing new project leadership, adopting a revised project plan, and deciding
to defer certain elements of the original requirements. For example, the Maryland Health Benefit
Exchange decided to delay implementation of the exchange for small business (a decision that
was supported by organizations representing small businesses and by insurance producers). The
Department of Human Resources decided not to pursue integrating the new IT system with the
system of eligibility for other social service programs.
In the March report, BerryDunn noted that “the State has been making progress to date”
on all of the key issues identified and stated:
The consolidated master program schedule was spearheaded by the Executive Director of
the HBE and was developed in collaboration with internal stakeholders (MHBE, DHMH,
and DHR) and external stakeholders (Noridian, Xerox, etc.), so that there is a common
understanding of what needs to occur between now and October 1, 2013, who will be
responsible for completing this work, and the dependencies between key project
milestones.
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Following this reorganization, the team focused its attention on integrating the different
parts of the software and developing the capacity for end-to-end enrollment.
In June 2013, as part of the Final Development and Design Review with the Centers for
Medicare & Medicaid Services, the IT team did demonstrate end-to-end enrollment, which
included connecting with the federal data hub and correctly distinguishing between parents
eligible for private health plans and children eligible for Medicaid. Following this test, BerryDunn
noted that the testing process was “highly successful” and commented:
[T]he IV&V team participated in the Final Development and Design Review (FDDR) which
was highly successful. The development team articulated the current state of the system
and provided a status update on the remaining development efforts required to meet the
October 1, 2013 deadline. There is still quite a bit of work to be done and additional risks
and issues are being identified; however, the technical team appears to be focused and
working hard.
In July 2013, CMS “commend[ed] MHBE on its operational progress to date, including …
successful demonstration of test scenarios showing the capacity to register a health insurance
carrier and activate a qualified health plan (QHP); to enroll a family in a QHP, Maryland Children’s
Health plan (MCHP); to verify eligibility and select a Managed Care Organization (MCO) for
Medicaid and MCHP, and to establish a disaster recovery plan.” (Attached as Appendix 3).
At this point, significant risks remained, and a lot of work needed to be done. But the
successful test in June kept the project moving forward with the expectation that the October 1
launch would be successful.
This summer of 2013 was a critical period for work on the project. The vendors released
new versions of multiple COTS products, which all had to be integrated in an environment to
allow for one username and password for each user. User testing began, and additional hardware
environments needed to be established. We had a series of successful tests with the federal data
hub over the summer (Appendix 4). Throughout July and August, the IT team anticipated a
successful launch on October 1.
What happened down the home stretch this summer?
As the summer went on, work was undermined by a distracting dispute between two
companies that worked on the project: Noridian and one of its leading subcontractors
EngagePoint.
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At the time of Noridian’s bid in 2011, EngagePoint had no role on the project. In 2012,
without clear communication or formal approval from the Maryland Health Benefit Exchange (as
required by our contract), Noridian brought EngagePoint on board and assigned it a lead role on
the project. Without our knowledge, Noridian entered into a profit-loss sharing agreement with
EngagePoint.
EngagePoint is a small company without significant reserves. Therefore—in the summer
of 2013, when both companies came to believe that they would lose money on the project—the
profit-loss-sharing agreement created problems. Disputes over money slowed progress in August
and September; the state became involved in mediating disputes between the two companies in
order to keep all parties working on the system.
During this time, there was inadequate progress fixing the defects identified during user
testing. Changes had to be made to each of the COTS products, and to the software linking them
together. Significantly, the COTS products themselves were much less mature than first
represented to the State in the procurement. The system proved fragile, so that a change in one
product would cause something that had been functioning to stop working. I tested the system
myself around this time and became concerned that the October 1 launch was in jeopardy.
Why did we launch on October 1?
In mid-September, the state leadership considered several options for the website’s
launch, including a limited launch with account creation only (for people to register with the
system, and come back later to actually apply and choose a plan). This was an option
recommended by BerryDunn (Appendix 5).
The Governor made the decision to go live on October 1 with several functions, including
account creation, eligibility determination, and plan shopping. This decision, which had my
support, was based on several factors:
First, working around the clock, the IT team was able to demonstrate end-to-end function
through the plan selection software.
Second, even if there were glitches at launch, the expectation was that they would be
short lived: Our contractors had assured us that further improvements would be made to
the system quickly.
Third, launching would provide the opportunity to identify and address other gaps in the
system quickly.
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In the days before October 1, the Maryland Health Benefit Exchange publicly disclosed
that IT glitches were expected and would be addressed as quickly as possible. The IT team also
developed an approach of alerting everyone upon account creation of the potential for problems.
When October 1 arrived, however, Noridian’s hardware crashed quickly and
unexpectedly. Compounding the problem, product upgrades that our vendors assured us could
be implemented in a couple of days took a few weeks to implement. Infighting between our
prime contractor and its subcontractor intensified. During this difficult period, it was clear that
the project faced significant challenges and that change was needed.
Actions after October 1
Following the failed launch on October 1, at our request, and at no cost to the state,
Noridian brought in external consultants who reported directly to the state on immediate steps
to improve the website and project management. Noridian also let its subcontractor,
Engagepoint, go and brought in several other IT companies to join the effort.
With guidance from the external consultant, the IT team directed Noridian to focus
immediately on the “minimum viable” functionality for January 1. This included: (1) improving the
user experience on the site; (2) sending accurate 834 reports, which carry enrollment information
to carriers and accurate 8001 reports, which carry enrollment information to the Medicaid
system; and (3) assessing and improving eligibility results. The Maryland Health Benefit Exchange
further deferred the small group exchange, again with the support of small business
organizations and insurance producers, as well as some other functionality.
In December, Becca Pearce resigned as executive director of the Maryland Health Benefit
Exchange, and the Board appointed Carolyn Quattrocki as interim executive director. Also,
Governor O’Malley asked Isabel FitzGerald, the Secretary of the Department of Information
Technology, to take control of the IT operations. At the same time, he set the goal of fixing nine
critical issues affecting consumers by mid-December. The IT team, led by Secretary FitzGerald,
accomplished the fixes by the Governor’s deadline. Thereafter, far more users were able to
navigate the website. Navigators have reported to me that about 60 to 70 percent of users are
now able to enroll right away, with most of the others running into minor issues related to their
passwords and accounts that can be addressed through the call center.
Our enrollments both in Medicaid and private health insurance have increased markedly.
Our recent weekly report shows the progress made to date. (Appendix 6)
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Figure 3: QHP Enrollment and Medicaid Eligibility By Week/End
However, despite this progress, the IT team is still working to address significant
challenges with the website. Defects continue to exist in the individual software components,
including Curam. As a result:
certain 834 reports to carriers are generated with errors, and must be corrected manually;
• certain 8001 reports are rejected by our Medicaid system and must be corrected;
• some applications may be lost or suspended in the IBM-Curam program; and
• the ability to sort plans by doctor’s participation is not yet available. We have established
a separate site to search for doctors who participate at
http://providersearch.crisphealth.org.
•

We have directed our contractors to correct these problems, and we will hold our
contractors accountable for doing so. We are constantly evaluating possible options for better
service and greater enrollment for Marylanders.
In December, the Maryland Health Benefit Exchange hired Optum/QSSI, the Columbia,
Maryland-based company to serve as a general contractor. Optum/QSSI is the lead contractor
fixing the federal exchange. The company has helped make short term hardware and software
improvements and is advising us on medium and long-term changes that should be made.
Next Steps
Our approach moving forward has three critical elements.
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First, we are providing critical support to Marylanders who ran into problems on the
website. About a week ago, the Governor and Lt. Governor proposed legislation to allow
individuals and families who were not able to gain coverage on the website to join the Maryland
Health Insurance Plan (MHIP) for a limited period of time.
Governor O’Malley and Lt. Governor Brown today announced that an estimated several
thousand Marylanders who experienced technical challenges on the health reform website will
be able enroll in the plan of their choice with coverage retroactive to January 1. All four insurance
carriers participating in the state-based exchange – CareFirst, Evergreen Co-op, Kaiser
Permanente, and United -- have agreed to participate in the program.
Here’s how it will work: Maryland Health Benefit Exchange will reach out to consumers
with known issues in their applications prior to January 1, and offer an opportunity to register
with the program. Other Marylanders who experienced significant website problems that
prevented enrollment and are interested in coverage back to January 1, can be considered for the
program by calling the Consumer Support Center.
All participants in the program must be registered by 5 pm on January 21, 2014. Staff from
the Maryland Health Benefit Exchange will then contact participants to confirm eligibility and
choose a plan. Coverage will be effective once consumers pay their January and February
premiums by February 15, 2014. Consumers will then be able to submit for bills for medical
services received back to January 1 for reimbursement under the terms of their policy.
Second, we remain focused on continuing to improve our website. We are addressing
issues that are affecting users and targeting problems causing issues for transmission of
enrollments to carriers and the Medicaid program. Secretary FitzGerald works with Optum and all
of the vendors to prioritize the key fixes and continually improve, stabilize and optimize the
software. Secretary FitzGerald is setting high expectations for the vendors.
Third, we are continuing to evaluate the potential benefit of major changes to Maryland
Health Connection. We recently evaluated the idea of using certain back-end functions of the
federal marketplace. Significantly, leadership of CareFirst—which has experience with the federal
exchange because of its business in Virginia—strongly advised the state not to attempt this
transition at this time. Governor O'Malley made the decision to continue making progress with
our current system, through open enrollment, because the risks of a transition outweigh the
benefits at this time.
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We will continue to evaluate the progress of our website and the potential benefit of
major changes. Maryland needs a fully functional Maryland Health Connection, and we will
continue maximizing Maryland’s enrollment as we move forward to the March 31 deadline.
Conclusion
Despite the troubled launch of Maryland Health Connection, many Marylanders are
already benefitting from health coverage under the Affordable Care Act. Many more will gain
coverage before the end of the first open enrollment period on March 31. And citizens across the
country are benefitting from the fact that they can no longer be denied coverage because of a
preexisting condition, and they cannot be dropped from coverage if they get sick.
We deeply regret the frustration that Marylanders have experienced. We cannot lose
sight, however, that people are frustrated for a reason: They need health coverage for
themselves and their families. I am focused on fixing Maryland Health Connection so that the
website can serve as many Marylanders as possible as quickly and seamlessly as possible. We will
not stop working on this challenge until we have succeeded.
Thank you for the opportunity to testify, and I look forward to your questions.
***

Appendix 1:
Appendix 2:
Appendix 3:
Appendix 4:
Appendix 5:
Appendix 6:

Presentation to Board for Noridian selection
Executive summaries of BerryDunn reports
CMS letter of July 12
Executive summaries of testing reports
Exchange of letters regarding October 1
January 10 weekly report
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MARYLAND HEALTH BENEFIT EXCHANGE (EXCHANGE)
Affordable Care Act (ACA) Healthcare Reform Project
Support Maryland Health Benefit Exchange to Implement the
Affordable Care Act (ACA) – Request for Proposal (RFP)
Recommendation for Phase 1A
February 14, 2012

Agenda
• Exchange Information Technology Overview

• IT Vendor /COTS Selection Timeline
• Proposal Evaluation Criteria and Process
• IT Vendor Recommendation
• Next Steps Pending Board Approval
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Exchange Information Technology Landscape
Phase 1A of the Program to “Support the Maryland Health Benefit Exchange and
the Affordable Care Act” provides the core functionality for the Individual Exchange
and Medicaid Expansion along with key interfaces
Internal State
Integration

Eligibility & Enrollment

CARES

Other State
Systems
MVA

Common
Services

Phase 1B

Phase 1A

DHMH/DHR
MMIS

External
Integration

Exchange and ACA Information Technology

Ph1A

SHOP Management
Exchange Hosting

Plan Management

Phase 2

Plan Comparison

Non-MAGI
Customer Relationship
Management
Financial Mgmt

Other IT
Public Website
Admin. Systems
PC’s, Desktops, SW
Data Management

Phase 3

Network Management

Other Social
Service Programs

Security / Firewalls

HR/Pay

Ph1A
Federal Government Integration
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Ph1A

Insurance
Carriers
Third Party
Administrators
Managed Care
Organizations

IT Vendor Selection Milestone Review
Key ACA Dates for MD Exchange
ACA signed
into law on
March 23,
2010

Maryland creates
the Health Benefit
Exchange in
April, 2011

2010

Exchange IT Vendor
notice to proceed (NTP)
targeted for February 22,
2012

2012

2011

Oct-11

Nov-11

RFP Issued

Exchange seeks
Level 2 grant from
CCIIO by June 30,
2012

2013

Dec-11

Over 200 questions received and
answered; Issued 2 addendums
and 2 additional attachments

Pre-bid conference
attended by 150+
people, 70+
companies

Exchanges must
be certified by
CMS in January
2013

Past performance
validation and
reference checks
Five (5)
companies
submitted
responses
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2014

Jan-12
Vendor oral
presentations

First Exchange open
enrollment period for
individuals and small
groups in October 2014

Three (3)
companies
submitted
financial
BAFOs

Feb-12

Present
Recommendation
to the Exchange
Board

Presented
recommendation
to DHMH and
DHR Secretaries
Four (4)
and Exchange
companies
Executive
submitted
Director
technical
clarification
questions

Key Criteria for IT Vendor Selection
The Secretaries of DHMH, and DHR, and the Exchange Executive
Director established three equally weighted technical evaluation
categories

• Understanding of the Problem

• Quality of Staff and Past Performance
• Meeting Systems Requirements
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Evaluation Team
•

Evaluation Team balanced IT and Operations expertise across multiple
stakeholder agencies:
•

Leonard Howie – DHR

•

Robert Krauss – DoIT

•

Chuck Lehman – DHMH

•

Kenyatta Powers – DHR

•

Saleem Sayani – DHMH

•

Kevin Yang (chair) – Exchange

•

DHMH and DHR functional area SMEs provided feedback on product
demonstrations during oral presentations

•

Vendors provided technical clarifications based on questions from the
evaluation team

-5-

Evaluation Process
• Each proposal reviewed independently by evaluation team members

• Proposals were qualitatively rated collaboratively by team in 6 fullday and 6 half-day sessions across all major evaluation categories
and sub-factors
• Ratings were applied as follows:
•

Excellent - The proposal addressed the criteria completely, exhibited outstanding knowledge,
creativity, innovation or other factors justifying this rating.

•

Very Good - The proposal addressed the criteria completely and addressed some elements
of the criteria in an outstanding manner

•

Satisfactory - All elements of the criteria were addressed to the satisfaction of the
requirements of the RFP

•

Poor - The proposal addressed some but not all elements of the criteria.

•

Non-Responsive - The proposal failed to address these criteria

• Rating designations were generally unanimous in some cases after
discussion led by team subject matter expert
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Offeror Overviews and Corporate Profiles
Company A

Company B

Profile

Operations and
technology provider for
Medicare and state
Medicaid programs

Large government IT
consultancy with large
footprint in federal and
state social services
domain

Hardware company
that added a leading
health IT consultancy
through acquisition

One of the largest
general IT consulting
and outsourcing
companies in the
world

Value
Proposition

Operational and
systems integration
expertise teamed with
best in class COTS
vendors

Program management,
systems integration
and ACA expertise
augmented by MDexperienced partners

Systems integration
expertise leveraging
Health IT legacy and
strategic partnership
with Oracle

Building a Health IT
eco-system with best
in breed partners

General
Approach

Leverage mature COTS
products and augment
with integration
services

Build MD HIX solution
with COTS tools and
best of breed
integration

Build MD HIX solution
with COTS tools

Build MD HIX solution
with COTS tools and
best of breed
integration

MBE %*
MD
Economic
Benefit*

Company C

Company D

39.5%

30.4%

30.3%

30%

$1.5 in tax revenue

$1M in tax revenue

Not provided

$430,000 in tax
revenue

* Provided before financial BAFO
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Vendor Assessments
Technical Evaluation
Categories

Company A

Company B

Company C

Company D

Understanding of the
Problem

Excellent

Very Good

Satisfactory

Poor

Quality of Staff and Past
Performance

Excellent

Very Good

Satisfactory

Satisfactory

Very Good

Very Good

Very Good

Poor

Best Value Analysis

Company A

Company B

Company C

Company D

Design, Development and
Integration (DDI)

Lowest Cost

Median Cost

Highest Cost

Not Evaluated

License, HW, and SW
Maintenance Cost

Median Cost

Highest Cost

Lowest Cost

Not Evaluated

Overall

Median Cost (+5%)

Highest Cost
(+7.5%)

Lowest Cost

Not Evaluated

Comments

Top rated technically
with price in
acceptable range

2nd rated
technically and
price within
acceptable range

3rd rated technically
with assumptions
that could result in
change orders

Not Evaluated

Final Rank

#1

#2

#3

#4

Meeting System
Requirements
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Recommended Awardee: Noridian (Company A)
The Exchange Executive Director recommends the Board resolve to award the
Noridian Team the contract for phase IA of the program to “Support the
Maryland Health Benefit Exchange and the Affordable Care Act”
•

Unanimous recommendation from the evaluation team which included
leadership from DHMH, DHR, DOIT, and the Exchange

•

Highest percentage of minority business participation (39.5%)

•

Rated as an excellent technical proposal overall

•

Team offers strong software solutions for public exchanges and state-based
social service management

•

Provides the robust operational, technical, and data management capabilities
required by the State
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Recommended Awardee: Noridian (Company A)
•

Detailed project management plan incorporating all state required
functionality with no modifications or limiting assumptions

•

Knowledgeable and experienced staff to support achievement of aggressive
implementation time lines

•

Solution and licenses are extensible to later implementation phases:
•

SHOP and Hosting (Phase 1B),

•

Non-MAGI determinations (Phase 2),

•

Other social service programs (Phase 3)

- 10 -

The Noridian Team
Team Member

Noridian

Curam

Connecture

CNSI

Profile

Role on Team

Current Customers

Health care
administrative and
technical services

Program management and
systems integration through
the Exact SOA tool

Medicare Part A/B
(Jurisdiction F) and
Medicare DME
(Jurisdiction D)

Global leading Social
Enterprise
Management (SEM)
COTS vendor

Medicaid, CHIP & commercial
insurance eligibility and
enrollment; Customer
relationship management
(CRM)

Utah, Louisiana, Indiana,
North Carolina, New York
City

Industry-leading multicarrier sales
automation COTS
vendor

Plan management and online
plan comparison

50,000 brokers
nationwide; 12 of 20
largest health plans; 64%
of BlueCross BlueShield
plans

Maryland-based IT
development and
services organization

Support data integration with
eligibility sources across many
state systems

Fortune 500 companies,
Federal Agencies,
multiple state agencies
within Maryland
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Financial Information for Award
• Total amount of the Noridian Team proposal was $67M for
• Design, Development and Implementation
• Hardware and Licensing Costs
• 5 Years of Optional Maintenance (starting in 2014)

• The Exchange will apply funding received from two federal grants:
• Early Innovator Grant
• Level 1 Establishment Grant

• Funding required for Fiscal 2012 is covered by existing grants and
within the overall FY12 Exchange budget
• Additional funds required for FY 2013 will be sought via application for
a Level 2 Establishment Grant from CMS, which will also pay for
Phase 1B SHOP and Hosting costs as well other Exchange set-up
costs
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Next Steps
•

Announce Board resolution to make an award to Noridian

•

Notify non-successful vendors and conduct RFP debriefs

•

Receive approval to proceed with Noridian from CMS (will only look to ensure that terms and
conditions of RFP have not changed)

•

Execute contract with Noridian and provide Notice to Proceed (NTP) on February 22nd

•

Initiate Phase 1A program
First 30 Days

31 – 60 Days

Kick Off & Project Administration

Detailed Design Documentation

Detailed Design Review

Validation of Work Products

Data Management Plan

Automated Code Review

Requirements to COTS Cross-walk

Technical Architecture

Physical & Logical Data Models

Facilities and Logistics

Testing Strategy

Data Conversion Plan

Review MD EA Repository

Data Use Agreements

System Integration Strategy

Project Management Documentation

Interface Control Documentation

Provide Application Licenses

Capacity Planning & Provisioning

61 - 90 Days

Sprint Execution

On-Boarding & Training
Status Reporting

•

Make determination of Phase 1B (SHOP and IT Hosting) by March 30, 2012

•

Award Phase 1B via task order or new procurement by May 1, 2012

•

Apply for Level 2 Establishment grant with CMS
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Septemb
ber 26, 2013
Ms. Rebeecca Pearce
Maryland
d Health Ben
nefit Exchange
4201 Pattterson Aven
nue, 4th Floor
Baltimore, MD 21215
5

Rebecca::
a IV&V on the Maryland Health
H
Benefit Exchange (M
MD HBE) projject is to indeependently an
nd
Our role as
objectivelly assess the Design, Development, and
d Implementaation (DDI) off the systems and systems
infrastruccture that sup
pport the MD HBE. In this capacity,
c
our team has a unique undersstanding of th
he
challenges that the devvelopment teeam(s) are experiencing on
n this project,, the progresss made thus far
f
with desiggn, developm
ment, and testting activities,, and the risks/issues associated with making
m
the current
systems environment
e
operational.
o
W the go‐live date imm
With
minent, we feeel it is importaant for us to share
s
our persp
pective with you prior to th
he final “go‐no go” decision being madee.
First, BerrryDunn recoggnizes the trem
mendous effo
orts both the State and its solution provviders have
expended
d since we became involveed with this prroject in Octo
ober 2012, an
nd particularlyy over the past six
months ass the October 1 due date has
h grown clo
oser. We learned early on during our in
nvolvement with
w
the projecct that our ad
dvice and guid
dance should not merely adhere
a
to industry standarrds and best
practices, but rather fo
ocus on practtical advice th
hat recognizess the amountt of time availlable, resourcce
constraintts faced by th
he project, lacck of clear guidance from the
t federal go
overnment, and
a the myriaad of
other challenges that are
a beyond th
he control of the project teeam.
We also know,
k
that wh
hen documen
nting risks and
d issues, the MD
M HBE has challenged
c
uss to focus ourr
energies to
t provide efffective mitigaation (risks) and resolution
n (issues) reco
ommendation
ns. We have
worked with
w you close
ely to develop
p a process byy which the MD
M HBE could identify whicch risks and isssues
we have documented
d
that
t
the MD HBE accepts, because for one reason or
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We recommend that you continue to consider ways to reduce the scope of the October 1 go‐live to the
minimum amount of functionality possible. Our monthly report includes many risks and issues that
support this recommendation; however, we did not feel it would make sense to simply repeat the
concerns we have been raising in our monthly report. Instead, below are eight key reasons for our
recommendation based on our current understanding, presented in no particular order:
1. Over the course of the last few months, problems and challenges with the DDI have
continued, and although progress has certainly been made with development and testing
activities, very few activities went exactly as planned or without identification of unexpected
problems. Going live with the minimal functionality possible helps to reduce the risk that
unexpected problems will arise. This will provide additional time to ensure development that
has occurred in the last few weeks will not introduce significant and/or unplanned problems
prior to this functionality being made available to the public.
2. We are not aware that security has been fully implemented and/or appropriately tested.
Although a third party company reviewed the systems environment from a hardware and
intrusion security perspective, we do not have evidence that application and data level security
features have been adequately tested and been properly configured for live operation.
Minimizing the amount of functionality available on the first day of operation allows for more
time to test and configure critical security functions. Security concerns, particularly related to
data, should be paramount to every decision making process.
3. We are concerned that CMS testing activities may have set the bar very low and in fact, could
be potentially misleading when setting expectations for specific testing activities such as
“regression” and “end‐to‐end” testing. Although IV&V has been very careful to witness and
respond to all CMS testing activities, and the majority of these have passed based on the
definitions of the tests provided by CMS, we do not believe that these tests replace the need for
conducting complete regression and end‐to‐end testing activities on all aspects of the system
Maryland plans to make operational. We also believe that these tests might be providing the
MD HBE with false perceptions that the system has been fully tested “end‐to‐end” or that
“regression” tests have been fully carried out with all new code changes being introduced,
which IV&V has not seen. Going live with the minimum amount of system functionality will
provide additional time to test critical features prior to these additional features being made
operational and it will also help to minimize the potential impact of unexpected problems.

4. IV&V has not seen tests or test results that simulate the production environment and there is
insufficient time remaining to test the ‘frozen’ code from a system performance, stress, and
volume perspective. System performance, stress, and volume testing is particularly critical on
projects where transactions rely on exchanging data between multiple systems. We are
concerned that development has continued to the very last week prior to go‐live and there has
not been time for testing to prove that the system will be capable of supporting the number of

expected users or that performance will be acceptable in the live environment.
Minimizing the amount of functionality available on the first day of live operation will
help to reduce the impact of unanticipated problems related to application or hardware
performance.
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5. User Acceptance Testing (UAT) concluded prior to development being complete, did
not test all system functionality planned for go‐live within UAT, and was never
conducted in an environment (neither software nor hardware environments) that will
be made operational. Going live with the minimum amount of system functionality
provides additional time for UAT testing of application functionality prior to being made
operational.
6. The application functionality that will be made operational, to our knowledge, has not
been fully tested in a production‐like environment. Going live with the minimum
amount of system functionality provides additional time to test critical features in a
production‐like environment, prior to them being made operational and helps to
minimize the impact of unexpected problems should they occur.
7. To our knowledge, a number of critical system areas have had minimal or no testing,
for example, user interfaces in general, case worker portal, security, interfaces, and
notices (this is a representative list). Going live with the minimum amount of system
functionality provides additional time to test critical features in a production‐like
environment, prior to these additional features being made operational.
8. Each time new code has been deployed, the database has to be recreated and data
reloaded. Should this system be made operational, it’s imperative that a process for
software change management exist that does not impact the reliability or the integrity
of the data collected by the Exchange. Going live with the minimum amount of system
functionality minimizes the potential impact of this risk.
BerryDunn is available to you should you like us to participate in additional operational
readiness discussions. We are prepared to continue to roll‐up our sleeves, and work with you
diligently in an effort to support the best possible outcome for this project on October 1.
Regards,

Charles K. Leadbetter, PMP
Principal
Cc: Justin Stokes, Kevin Yang

Charlie Leadbetter
Berry Dunn
100 Middle Street
Portland, ME 04104
September 30, 2013
Dear Charlie,
Thank you for your letter dated September 26. I appreciate your input and value your perspective
on the risks of the system at this time. After reviewing both your concerns in the context of our
current October 1 plan and a number of steps the team has taken to mitigate these issues over the
last few days, I remain comfortable with our plan to move forward. The remainder of this letter
explains this decision in further detail.
Our October 1 plan. Your letter appears to be based on the assumption that we will be opening the
application to all users for account creation, eligibility determination, and plan shopping without
reservation. This is not the case. For October 1, we intend to make account creation available to
all users. Following successful account creation, however, the user will not be able to go directly
into the application itself. Instead, the user will receive an email with several notes followed by a
link to the application. These notes will include that the user should be aware that glitches might
happen (as with any new system), that their feedback will be useful, and if any problems in
eligibility determination are discovered later, we will alert them as soon as possible.
We will also advise certain users of our recommendation to defer eligibility determination until we
have further tested the system for their situation. Note that we will not be sending the 8001 to
Medicaid or the 834 to carriers until mid-December and November first respectively, which means
that the individuals will not be in the carrier systems until that time. If issues arise to suggest that
revised eligibility determinations are needed, we will have the opportunity to fix the problem and
alert the consumers before proceeding with enrollment.
Security: In your letter, you expressed concern about potential threats to the security of the
system. We have taken a number of important steps related to security. Specifically:
•

MHBE has received approvals on all security documentation and has been granted Authority to
Connect (ATC) to the Federal Data Services Hub from HHS. The ATC includes approval of
MHBE’s security safeguards procedures report from the IRS and represents approval from all
federal agencies connected to the Federal Data Services HUB.

•

•
•
•
•

MHBE has run two independent security scans in the production environment on final
production code. The Nessus Perimeter Service is used for remote vulnerability scanning to
audit Internet facing IP addresses for both network and web application vulnerabilities. That
audit found three low impact issues on a server that we have subsequently determined we will
not be using on 10/1.
The last Curam upload to the system successfully hid Federal Tax Information (FTI) as required
by the IRS.
We have established user provisioning in such a way that users’ privileges to work on citizen
applications are appropriately limited by their geographic scope (i.e. offices for case workers
and region for navigators).
We will be turning off the ability for users from outside of the country to access the site for the
first several weeks to eliminate the possibility of cyber attacks originating from foreign
countries.
We have robust security monitoring tools in place and are fully confident in their ability to alert
us of any threats and attacks. Moreover, we will be doing frequent (and in some cases
continuous) scans as a matter of practice with strictly adhered-to protocols for dealing with any
issues and findings.

Because of these and other steps, our team -- including security experts at Noridian, Engagepoint
and the Federal Government -- has concluded a high level of security will be in place for 10/1.
Testing: In your letter, you raise several issues around testing, including the fact that UAT was not
completed on the final code, that CMS testing requirements are not sufficiently rigorous, and that
the production environment has not been fully load tested.
In each of these areas, the right question to ask is not whether additional testing would be helpful
(it always is), but whether we have done sufficient testing for the level of function we intend for
October 1, as described above.
In making this determination, I am considering:
•
UAT was open for the amount of time agreed upon by all agencies within the state. UAT led to
a number of important changes in the system.
•
The State decided on September 13th to turn off UAT as planned and to allow experienced
testers to test the system.
•
Testing of the final builds in both the test and production environments has been considerable,
including testing of each COTS component (account creation, Curam, Connecture, Financials)
along with rigorous end-to-end solution testing, integration and system testing that tests the
integration layer.
•
Testers have determined that all known end-to-end blockers have been fixed and have
documented known issues to support day one operations. These known issues do not pose a
critical risk to the project.

Regarding the CMS testing, it has never been our plan to rely entirely on this testing, nor have we
done so. It is, however, an independent validation that the system works as intended. Regarding
the load testing of the system, load testing is generally completed on executable code in an
environment similar to production but not in the production environment itself. The version 4.5
HIX code, which is the release directly prior to the version that will go live, has been tested to 5,000
concurrent users. We have addressed the issues identified during this testing to ensure that the
site will meet desired performance service levels with high volumes of user activity.
I appreciate your comment regarding the cleaning of the database upon refresh. This is something
the team is already discussing as we determine how to implement subsequent releases.
Regardless, this would be something that would need to be addressed in production whenever we
go live, even if we went live with just the account creation. We will rely on back-ups created of the
earlier data, as well as the DR environment that is an exact replica of the current environment to
ensure the data is secure and not erased. This process has already been utilized and proven as it is
the same process we have used when backing-up and restoring carrier data, which has been in
production for several months.
In summary, your input throughout this process has been very important to the project. I
appreciate your candor at this late stage, and it has led me to review our plans for October 1. My
assessment is that the security of the system is strong, that (while we would always want more)
user testing is adequate, and that we have some flexibility built into our approach to catch
problems as they arise and fix them. For these reasons, we are proceeding for October 1. I look
forward to your continued assistance with this project.

Sincerely,

Rebecca Pearce
Executive Director

Cc:
Josh Sharfstein
Ted Dallas
Mike Powell
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